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1 User Guide. Introduction

1.1 General Information

No part of this document may be reproduced or transmitted in any form or by any means without the prior written
permission of Inaxsys.

The Arkiv trademark is the property of Inaxsys. All other trademarks included in this document are the property of
their respective owners.

Allinformation contained in this document is current as of the publication date. Inaxsys reserves the right to change
or update this document without the prior notification of or to any third party.

1.2 Purpose of the Document

This document, titled User guide(see page 1) contains the information necessary for building, implementing, and
operating a security system based on Arkiv.

The structure of this document enables the user to get acquainted with the software package and then, depending
on the user's level of training, choose sections of interest for more detailed study. The chapters in this guide,
whether they are informative or serve as a reference, have their own internal structure.

The chapters Introduction(see page 1) and Description of the Software Package(see page 5) are intended to generally
acquaint the user with the technical features and functionality of the Arkiv software package, as well as with the
key stages of building a security system based on the software package.

Recommendations to the user/administrator for installing the software and configuring equipment are presented in
detail in the chapter Installing the Arkiv Software Package(see page 32). The chapter Licensing of the software
product(see page 66) contains instructions on how to register a license to use the Arkiv software package.

Startup and shutdown of the software package are described in the chapter Launching and Closing the Arkiv
Software Package(see page 76).

The chapter Configuration of the Arkiv Software Package(see page 87) presents step-by-step instructions on
configuring user-specific settings and activating the required functionality. This information is useful for system
administrators as well as for operators with permissions to manage system settings.

Recommendations on configuring the user interface, working in various video surveillance modes, and utilizing the
functional capabilities of the Arkiv software package are presented in chapter Working with the Arkiv Software
Package(see page 593).

Chapter Description of utilities(see page 824) contains a description of additional software utilities employed when
working with the software package.

The Appendices(see page 867) contains a glossary of the product's basic terms and definitions. It also lists all known
issues that you may encounter while using Arkiv.

1.3 Purpose and functionality of Arkiv

The Arkiv software package is a next-generation open-platform video management software (VMS). Security systems

based on Arkiv range from home security systems (for an apartment or house) to Profesionnal large-scale distributed
security systems for small and mid-size businesses (hotels, automotive service centers, shops, parking structures,

etc.).
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Video and audio surveillance of guarded locations, video analysis, and rapid response to suspicious situations
without operator involvement, and storage and export of obtained data are just a few of Arkiv's many functions.
The Arkiv software package enables the user to accomplish a wide spectrum of tasks, as it works both with digital

equipment and with analog video cameras (through video capture cards), and also makes it possible to create a
hybrid security system containing both kinds of equipment.
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The modern and constantly expanding feature set of Arkiv allows implementing new video surveillance
functionality that increases the convenience and precision of protection at end-user sites.

On page:

» General Information(see page 1)
+ Purpose of the Document(see page 1)
+ Purpose and functionality of Arkiv(see page 1)
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2 Software Lifecycle Policy

2.1 Software Lifecycle Phases

The software source code repository is divided into 3 branches:

+ trunk- current changes;
« stabilization - preparation of a new release;
+ release - the latest official release.

During the development process, all new software features are added to the trunk branch.
After reaching Feature Complete status, all changes from the trunk branch are moved to the stabilization branch.

From that time on, only software fixes that are critical for this version are added to the stabilization branch. These
fixes are also duplicated in the trunk branch.

After the version stabilization is completed, all changes are moved from the stabilization branch to the release
branch, and a new development phase begins.

2.2 Software Technical Support

After purchasing a license key, the Customer can receive full technical support throughout the key's validity period
or until the end of the software lifecycle if the license is unlimited in time.

2.3 Standard Period for Release of Software Updates

Release Standard period
Major release 1-1.5years
Minor release 3-5months

Bug and security fixes ;) 3-5weeks

Major and minor releases are available on the company's official website’. Releases with bug and security fixes can
be requested from technical support?.

[1 Software bugs can only be fixed in the latest official release.

2.4 Licensing Policy with Regard to Software Updates

« New software versions are fully compatible with the license keys of previous versions.
« After the software has been updated, all the features previously specified in the license key will be available
in the new version.

1 https://www.Inaxsys.com/
2 mail to support@inaxsys.com
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+ New software features that are subject to licensing will not be available until the license key is updated.

On page:

+ Software Lifecycle Phases(see page3)

« Software Technical Support(see page3)

« Standard Period for Release of Software Updates(see page 3)
+ Licensing Policy with Regard to Software Updates(see page 3)

Software Lifecycle Policy - 4



Arkiv 5.0 - User Guide

3 Description of the Software Package

3.1 Basic principles of building a security system based on the Arkiv
software package

Building a security system based on the Arkiv software package includes the following recommended stages:

1. Selecting a configuration for the security system (with the help of professionals)

2. Building a separate local area network with restricted access

3. Calculating the sufficient bandwidth required for each segment of the local area network

4. Selecting and configuring the software and hardware platform on which the selected security system
configuration will be implemented (selecting and configuring personal computers to act as servers and
clients in accordance with the requirements, as referenced in the section titled Implementation
Requirements for the Arkiv Software Package(see page 13), Operating system requirements(see page 14))

5. Selecting and connecting reliable equipment that is optimally suited for a specific security system (with the
help of professionals)

6. Training personnel to work with the Arkiv software package in accordance with the requirements (see the
section titled Requirements for Personnel Quantity and Qualifications(see page 30)).

3.2 Arkiv features: reference information

The advanced features available in Arkiv are continuously updated and extended.

Arkiv offers virtually unlimited opportunities for system scaling, task-based customization, and reallocation of
resources (based on changes in the number or quality of video and audio monitoring tasks) at end-user sites.

Video surveillance systems based on Arkiv can scale infinitely: there are no restrictions on the number of video
Servers, workstations or video cameras.

Support for over 1500 models of IP cameras is included, as well as remote access from mobile devices and a web
interface. The Arkiv software package supports touchscreens.

3.2.1 Micromodule architecture

The micromodule architecture of Arkiv video management software allows implementing different video
management system functions as different operating system processes. Each function is the responsibility of a
different micromodule; a dispatcher module monitors the functioning of the micromodules. If a function
encounters an error and a process is quit unexpectedly, the dispatcher module automatically relaunches the
corresponding micromodule. This does not affect the performance of other processes or the functioning of the VMS
overall.

3.2.2 Support for IP cameras

Drivers Pack

IP camera support in Arkiv is provided through the Drivers Pack Module specially developed by Inaxsys and regularly
updated to support new IP devices.
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Drivers Pack allows adding support for new IP devices without having to wait for the release of new versions of
Arkiv and without reinstalling the entire system.

Multistreaming

Many of today's IP cameras can transmit two video streams with different video parameters and compressed in
different codecs. Arkiv supports Multistreaming i.e. receiving two streams from a camera simultaneously: high-
quality and low-quality, which allows taking advantage of this feature of IP equipment to optimize the CPU load on
the video Server and the Client workstation.

GreenStream

The GreenStream feature saves bandwidth and Client CPU resources. It automatically chooses a video stream from
a camera to the Server, and then to the Client, depending on the resolution at which the video is currently displayed
on the Client.

Embedded video camera analytics

Arkiv supports on-board detection embedded in video cameras. This means that when on-board detection tools
are triggered, Arkiv is notified and can use these events to drive system reactions. On-board detection does not
burden the CPU of the video Server and makes use of uncompressed video (completely bypassing the
compressing/decompression process), and therefore provide extra stability in difficult conditions such as poor
visibility.

360 degree camera support

360 degree camera support allows dewarping video from a fish-eye camera or camera with an ImmerVision
panomorphic lens to obtain several "normal" flat images with different frame aspect ratios for display on the Client
screen. One of the resulting virtual cameras can be a virtual PTZ unit.

ONVIF

Inaxsys is a member of ONVIF? (the Open Network Video Interface Forum), which work toward the development and
promotion of international standards for network security and video surveillance system interfaces. ONVIF is
supported in Drivers Pack.

RTSP support

Many IP cameras support multimedia streaming via RTSP. Arkiv supports receiving such streams without requiring
integration of the relevant camera via Drivers Pack.

3.2.3 Support for analog cameras in Arkiv

Alongside IP cameras, Arkiv allows you to use analog cameras in your video surveillance system. Analog cameras
are more affordable and are well-suited for many installations without high video resolution requirements. In
addition, Arkiv allows creating hybrid systems that combine both analog and IP cameras.

3 http://www.onvif.org/
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3.2.4 Video and Audio Detection Tools

Arkivvideo management software incorporates a powerful system for analysis of video images. It includes the
following video detection tools:

Motion detection.

Background change detection.

Detection for loss of video quality.

Abandoned objects detection.

Detection of crossing a line in a given direction.
Motion start detection.

Motion stop detection.

Loitering detection.

Object appearance detection.

Object disappearance detection.
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In addition to the video detection tools, Arkiv has two audio detectors:
1. Noise detection —is triggered by exceeding a certain threshold volume level.
2. Silence detection — is triggered when the microphone signal disappears completely.

Macros can be set to automatically run when a detection tool is triggered (on a per-detector basis). Multiple
detection tools can be combined into complex conditional rules.

3.2.5 Video archive

SolidStore

SolidStore is a file new system for reliable video storage developed by Inaxsys especially for storing video archives.
By optimizing the reading/writing process we managed to achieve three important advantages:

« Enable high read/write speeds, approaching the physical access speed limit of the hard disk.
+ Increase the service life of the hard disk.
+ Solve the problem of data fragmentation.

Timelapse Compressor
Timelapse Compressor allows the user to set a time range for video footage and get a short video clip of all moving
objects in the scene. Objects and events captured at different times are displayed simultaneously in a condensed

"video synopsis". TimelaBse Compressor is especially convenient for viewing large archives that feature a relatively

small number of active objects.

Forensic Search in Archive

The Arkiv video management software (VMS) utilizes VMDA — a database developed by Inaxsys for indexing and
storing descriptions of observed scenes. Along with video recording, this database allows archiving characteristics
of all moving objects in the scene, and then uses these characteristics to perform quick searches of the video
recordings (Post-Analytics2 technology).
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3.2.6 Interactive 3D Map

Interactive 3D Map superimposes camera locations on a site map and displays camera views in the same window.
Cameras in the current layout are color-coded by current status. Operators can instantly pinpoint where a selected
camera is located on the map and identify the corresponding location of interest.

Immersion Mode

When enabled, this mode overlays a translucent video viewing tile on the map; fixed objects in the field of view
(furniture, doors, etc.) are combined with their depictions on the map. This allows easily seeing where a person or
caris located and where it is going.

OpenStreetMap

OpenStreetMap support is available in Arkiv. The site map is downloaded from the Internet and the user selects
the necessary area and scale. Additional map data is downloaded in real time, if needed, when zoomingin/ out or
scrolling.

[0 Note

To work with OpenStreetMap maps in Arkiv, you need to purchase an OpenStreetMap* license.

Virtual PTZ cameras on the map

The Virtual PTZ Camera function becomes available when the map contains at least one fish-eye camera. This
function allows viewing video from a fish-eye camera directly on the map. Click anywhere in the fish-eye video
shown in a layout cell to dewarp the source video, with digital zoom and click-to-focus.

3.2.7 User Interface

Editable camera layouts

Arkiv allows you to create custom camera layouts. Layouts can be configured in any way the user wants and the
aspect ratios of viewing tiles can be fine-tuned. Editable layouts efficiently fit different cameras with different
aspect ratios on the same screen, as well as support display of dewarped fish-eye camera footage.

Autozoom

Autozoom helps to monitor moving objects by automatically adjusting the level of digital zoom. Autozoom shows
close-in video for parts of the frame that contain a moving object or objects and follows them as they move, just as
a movie camera does when taking a close-up shot.

4 https://www.openstreetmap.org/copyright/en
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3.2.8 Face Recognition

Arkivincludes an algorithm for recognizing human faces in a video frame and subsequent search for themin a
video archive of several cameras. You can search by an uploaded photo or by an image of a person's face selected in
avideo archive frame. The system will return the video fragments from the archive where the searched person is
present as search results.

3.2.9 Number Plate Recognition

Arkiv also includes an algorithm for recognizing vehicle number plates. The recognized number plates are saved to
a database and matched with a video archive of several cameras. If a number plate contains similar characters,
the system generates several hypotheses during the recognition. This increases the probability of a successful
search for a particular number in a generated database.

3.2.10 Receiving Events from External Systems

Arkivincludes a new feature set that is capable of receiving events from various external devices and systems
— POS terminals, access control units, external software, etc.

On page:

» Micromodule architecture(see page 5)
« Support for IP cameras(see page5)
 Drivers Pack(see page5)
+ Multistreaming(see page 6)
+ GreenStream(see page 6)
+ Embedded video camera analytics(see page 6)
+ 360 degree camera support(see page 6)
* ONVIF(see page®6)
» RTSP support(see page6)
+ Support for analog cameras in Arkiv(see page 6)
 Video and Audio Detection Tools(see page 7)
+ Video archive(see page7)
» SolidStore(see page7)
« Timelapse Compressor(see page 7)
» Forensic Search in Archive(see page 7)
+ Interactive 3D Map(see page 8)
» Immersion Mode(see page 8)
« OpenStreetMap(see page 8)
« Virtual PTZ cameras on the map(see page 8)
+ User Interface(see page 8)
+ Editable camera layouts(see page 8)
» Autozoom(see page8)
» Face Recognition(see page9)
« Number Plate Recognition(see page9)
+ Receiving Events from External Systems(see page 9)
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3.3 Functions of the Distributed Security System

You can create a distributed system within an Arkiv Domain on Arkiv.

Arkiv Domain - a selected group of computers on which the server configuration of the Arkiv software package is
installed. Linking the servers in a group makes it possible to set up interaction between them, thus organizing a
distributed system.

Servers are interoperable only if they belong to the same Arkiv domain. At the same time, each Server of the
domain operates independently and has its own DB.

-
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A distributed security system based on the Arkiv software package offers the user the following functional

capabilities:
1. Viewing and manual processing of video and audio data from several servers on one client;
2. Controlling video cameras connected to various servers from one client;
3. Configuring all servers of the distributed system on one client;
4. Execution of automatic responses when detection tools are triggered (audio notification, triggering of relays,
SMS and e-mail notification, etc.) within the distributed system.
] Note

If a Server is not accessible by NetBiosName or some TCP and UDP ports are closed, it is possible to build a
distributed security system on a virtual private network (VPN). For example, with the help of OpenVPN>.
Detailed information on OpenVPN and examples of virtual private network configuration are given in the
official documentation®.

Suppose, the Server relies on a defined port range (see Installation(see page 36)), and you want to set up a
surveillance system based on several networks. You do not have to use VPN in that case. Use port
forwarding instead.

5 http://openvpn.net/
6 http://openvpn.net/index.php/access-server/docs.html
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Arkiv Domain configuration is described in detail in the section titled Configuring Arkiv domains(see page 91).

3.4 Network Topologies of the Arkiv Software Package
Arkiv supports both decentralized and star network topologies. The
decentralized architecture better suits smaller systems.

The star architecture is more practical for creating large centrally monitored distributed systems where no local
monitoring is required on remote sites.

[0 Attention!

If your system is based on star topology, please take into account the following:
1. In afailover (see General information about a failover system(see page 562)) and non-failover systems,
the Client must have access to all Servers (located centrally).
2. Inafailover system, all Manager Servers must have access to each other (located centrally).

3.5 Specifications of the Arkiv Software Package

Security systems based on the Arkiv software package have the following primary characteristics.

Characteristics Value
Number of servers in the distributed system Unlimited
Number of clients which support simultaneous Unlimited

connection to the server

Number of servers which simultaneously transmit Unlimited
video images to a client

Number of video capture channels for "live video" Unlimited
processing on one Server

Number of detection tools per camera Unlimited

Number of simultaneously processed signals Unlimited
coming from microphones

Number of audio output channels (to speakers, depends on the sound card used for playback
headphones, etc.)

Number of PTZ devices used Unlimited
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Characteristics

Number of event sources (POS devices)
Number of user roles and users

Number of objects simultaneously tracked by the
Object tracker(see page 239)

Number of license plate recognition channels
Number of face recognition channels

Number of mobile clients or Web clients
connections

Number of video walls
Number of maps

Analog video camera support

IP device support

CPU support

Number of archives in the system

Maximum archive size

Video compression algorithms

Audio compression algorithms

Available video image resolutions

Support forembedded video camera analytics

Support for touchscreens

Arkiv 5.0 - User Guide

Value

Unlimited
Unlimited

upto25

Is determined by the license; there is no upper limit
Is determined by the license; there is no upper limit

Unlimited

Unlimited
Unlimited

yes (through video capture cards)

IP cameras and IP video servers This list is continuously
expanding: support for new hardware is added through
updates to Arkiv Driver Pack

32-bit (x86), 64-bit (x64)

Unlimited

Unlimited

MJPEG, MPEG-2, MPEG-4, MXPEG, H.264, H.264+, H.265,
H.265+, Hik264 (only for x86)

PCM, ADPCM, g711, g726, aac, mp2

resolutions supported by video cameras

yes

yes
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3.6 Implementation Requirements for the Arkiv Software Package

3.6.1 Limitations of the Arkiv Software Package
When working with Arkiv, the user must keep in mind the limitations that the developer has imposed on the system

in order to ensure its operability.

No. Limitation

1 To work with Arkiv software the following requirements for OpenGL are to be fulfilled:

1. Version 2.0 and higher.
2. Availability the ARB_vertex_program, GL_EXT_blend_func_separate,
GL_ARB_framebuffer_object extensions.

Extensions availability can be checked using the OpenGL Extension Viewer program
(download").

This program also contains a large database of data on OpenGL support in video cards of
various vendors.

2 Arkiv Client cannot be started if the scale of all items on the screen (DPI) is over 100%.

You may have issues with Arkiv VMS if the screen resolution is set lower than 1280*960

pixels.
3 The Server and Client must be of the same version. If not, Arkiv VMS may have issues.
4 For correct operation of Arkiv VMS, the OS should use the UTF-8 locale.
5 In one LAN, two Servers with the same name are not allowed, even if they belong to

different Arkiv-domains.

6 Maximum video frame rate in the Client is 50 fps.
7 To install Arkiv, you must log in to Windows as an administrator.
8 For proper installation of Arkiv, there should be no spaces at the beginning of the name of

the folder which contains the installer.

9 For correct and full-feature operation of Arkiv software, the system must not limit network
activity between all Servers and Clients.
TCP and UDP access to these ports should be enabled. Otherwise, access to all ports
should be allowed in the system.

7 http://realtech-vr.com/home/glview
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Limitation

Time must be synchronized among all computers in the system (to be configured by the
user).

If you have edge storage enabled in the system, synchronization between the Server and
the IP device is necessary (see The Embedded storage object(see page 161)).

Lack of synchronization may lead to bad DB entries of events detected on the edge device.

Before installing Arkiv, make sure the video card drivers on the computer are fully up to
date.

NetBIOS name of a PC must match the following requirements:

» containsonly Latin, numerical and "-" characters;
+ does not exceed 15 characters in length.

The face detection tool requires a CPU supporting SSE4.2, FMA3 or AVX2.0 instruction set.

The Client cannot be started on a remote desktop through the Remote Desktop
Connection utility built into Windows.

If a computer is linked to an Active Directory domain, one of the following conditions must
be met to enable disk access:

1. Access control lists must contain only local or built-in groups and users.

2. Create an ArkivFileBrowser user in the domain and add it to the Users group (see
Installation(see page 36)).
This behavior is typical only of file systems that have access permissions (for example,
NTFS).

3.6.2 Operating system requirements

ArkivVMS operates properly when the operating system is up-to-date.
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0OS version Supported
edition

Windows 7 SP1 Starter
(x86, x64)

Home
Basic

Home
Premium

Professional

Enterprise

Ultimate

Windows 8 (x86, Core

x64)

Pro

Enterprise

8 https://www.microsoft.com/en-gb/
9 https://www.microsoft.com/en-gb/
10 https://www.microsoft.com/en-gb/

Note

Neural analytics not applicable (see Hardware
requirements for neural analytics operation(see page
23)).

Restrictions, posed by OS edition (2GB of main
memory, 1 physical processor, 1 monitor) - see
https://www.microsoft.comé,

Neural analytics not applicable (see Hardware
requirements for neural analytics operation(see page
23)).

Restrictions, posed by OS edition (1 physical
processor) - see http://www.microsoft.com?.

Neural analytics not applicable (see Hardware
requirements for neural analytics operation(see page
23)).

Restrictions, posed by OS edition (1 physical
processor) - see http://www.microsoft.com?.

Neural analytics not applicable (see Hardware
requirements for neural analytics operation(see page
23)).

Neural analytics not applicable (see Hardware
requirements for neural analytics operation(see page
23)).

Neural analytics not applicable (see Hardware
requirements for neural analytics operation(see page
23)).

Neural analytics not applicable (see Hardware
requirements for neural analytics operation(see page
23)).

Neural analytics not applicable (see Hardware
requirements for neural analytics operation(see page
23)).

Neural analytics not applicable (see Hardware
requirements for neural analytics operation(see page
23)).

Arkiv 5.0 - User Guide
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0OS version

Windows Server
2012 (x64)

Windows Server
2012 R2 (x64)

Windows Server
2016 (x64)

Supporte
d edition

Foundation

Essentials

Standard

Datacenter

Essentials

Standard

Datacenter

Essentials

Standard

Note

Neural analytics not applicable (see Hardware
requirements for neural analytics operation(see page
23)).

Restrictions, posed by OS edition (1 physical
processor).

Neural analytics not applicable (see Hardware
requirements for neural analytics operation(see page
23)).

Restrictions, posed by OS edition (2 physical
processors).

Neural analytics not applicable (see Hardware
requirements for neural analytics operation(see page
23)).

Neural analytics not applicable (see Hardware
requirements for neural analytics operation(see page
23)).

Neural analytics not applicable (see Hardware
requirements for neural analytics operation(see page
23)).

Restrictions, posed by OS edition (2 physical
processors).

Neural analytics not applicable (see Hardware
requirements for neural analytics operation(see page
23)).

Neural analytics not applicable (see Hardware
requirements for neural analytics operation(see page
23)).

Neural analytics not applicable (see Hardware
requirements for neural analytics operation(see page
23)).

Restrictions, posed by OS edition (2 physical
processors).

Neural analytics not applicable (see Hardware
requirements for neural analytics operation(see page
23)).

Arkiv 5.0 - User Guide

FullInstallation typeis
supported. Server
Core Installation type
is not supported.

Full Installation typeis
supported. Server
Core Installation type
is not supported.

Full Installation typeis
supported. Server
Core Installation type
is not supported.
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0OS version

Windows 10 (x86,
x64)

Windows 10 loT
(x86, x64)

Windows Server
2019 (x64)

Windows 11 (x86,
X64)

Supporte
d edition

Datacenter

Pro

Enterprise

Education

Home

Edition

Enterprise

Enterprise

LTSB 2016

Enterprise

LTSC 2019

Essentials

Standard

Datacenter

Home

Pro

Education

Pro
Education

Note

Neural analytics not applicable (see Hardware

requirements for neural analytics operation(see page

23)).

OS edition, enabling to use all realized product
features.

OS edition, enabling to use all realized product
features.

OS edition, enabling to use all realized product
features.

OS edition, enabling to use all realized product
features.

OS edition, enabling to use all realized product
features.

OS edition, enabling to use all realized product
features.

OS edition, enabling to use all realized product
features.

Restrictions, posed by OS edition (2 physical
processors).

0S edition, enabling to use all realized product
features.

0S edition, enabling to use all realized product
features.

0S edition, enabling to use all realized product
features.

OS edition, enabling to use all realized product
features.

OS edition, enabling to use all realized product
features.

OS edition, enabling to use all realized product
features.

Arkiv 5.0 - User Guide

Server Core
Installation typeis not
supported.

FullInstallation typeis
supported. Server
Core Installation type
is not supported.

FullInstallation typeis
supported. Server
Core Installation type
is not supported.
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0S version Supporte  Note
d edition
Pro for OS edition, enabling to use all realized product

Workstations features.

Enterprise  OS edition, enabling to use all realized product

features.
Windows Server Standard OS edition, enabling to use all realized product Full Installation typeis
2022 (x64) features. supported. Server
Core Installation type
Essentials ~ OS edition, enabling to use all realized product is not supported.
features.

Datacenter OSedition, enabling to use all realized product
features.

Azure OS edition, enabling to use all realized product
Datacenter features.

Debian 9 (x64) Appendix 8. Configuring and operating the Arkiv in
Debian 10 (x64) Linux OS(see page 885).

Debian 11 (x64)

Ubuntu 18 (x64)

Ubuntu 19 (x64)

Ubuntu 20 (x64)

3.6.3 Disk storage subsystem requirements

General requirements
For ArkivVMS operation, the disk subsystem should match the following requirements:

1. The number of input/output operations (IOPS) of the device should not be less than the IOPS of Arkiv
VMS.
Arkiv records the archive in blocks of 4 MB every 10 seconds. However, if the block is not filled in 10 seconds,
a smaller fragment of the block will be recorded, which will be added to later.
Archive playback is also performed in blocks (except when reindexing, see Console utility for working with
archives(see page 862)).

Below you can see how you can estimate the IOPS for Arkiv VMS.

If the average bitrate per If the average bitrate per
camerais lessthan ~3.6 Mbps camera exceeds ~3.6 Mbps
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I0PS during archive recording IOPS (recording) =0.29 * N IOPS (recording) =0.065 * M
Archive recordingincludes both
data input (recording) and IOPS (reading) =0.035* M IOPS (reading) =0.035* M

output (reading) operations

I0PS during archive playback IOPS (reading) =0.035*R* S
Archive playback includes only
output (reading) operations

I0PS during simultaneous IOPS (recording) =0.29 * N IOPS (recording) =0.065* M
recording and playback
IOPS (reading) =0.035 * M + IOPS (reading) =0.035 * M +
0.035*R*S 0.035*R*S
where

+ Nisthe number of cameras being recorded,;

+ Misthe cumulative bitrate of all cameras being recorded, in Mbps;

+ Risthe cumulative bitrate of all cameras being played back from the archive at normal speed
(1x), in Mbps;

« Sisthe playback speed.

2. Ifyou use RAID storage, specify the write-back policy for recording to cash memory.

Storage requirements

The disk subsystem capacity of Arkiv Server should be estimated taking into account the resolution, the
compression algorithm, the frame rate of the recorded video signal, the number of video cameras from which the
recording to disk(s) takes place and other recording parameters. In addition, the size of the system log and
metadata databases should be considered.

Minimum requirements

You need at least 10 GB of free disk space on Windows OS and 5 GB on Linux OS to install the Arkiv VMS package in
the Server and Client configuration.

See the storage calculations below, taking into account the size of the archive, the size of the database and the size
of the archive of the system logs.

Size of the archive
The capacity of the disk subsystem can be calculated by the formula:

Capacity of disk subsystem (MB) = Time of storing archive (days) * Cameras number * Rate of recording (FPS) *
3.51 * Time of guaranteed recording from a camera (h/day) * Average frame size (KB),

where
Time of storing archive is the required time for storing an archive from one camera, days;
Cameras number is the number of cameras from which recording to the archive takes place;

Rate of recording is the frame rate of recording to the archive, frames per second;
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3.51=(60secin min * 60 minin hour) /(1024 KB in MB) is the factor used for KB/s in MB/h conversion;

Time of guaranteed recording from a camera is the number of hours of guaranteed recording from one camera

per day;

Average frame size is the average size of the camera frame in KB.

[0 Note

Average frame size of 640x480 resolution is:

Video codec Average frame size
H.264 from 8 KBto 17 KB
MPEG4 from 8 KB to 35 KB
MJPEG from 23 KB to 60 KB

Average frame size may vary over a wide range depending on the vendor, the model and the settings of the

camera and video image complexity.

[0 Note

To calculate the frame size you can use the ratio, that when increasing the vertical or horizontal resolution
two times, the average frame size will be increased four times (this rule is a relative and can be applied

only to some camera models).

Examples of calculating the capacity of the disk subsystem (without the capacity of the system log and metadata

databases) are presented below.

Recording parameters

4 cameras with 25 FPS and 640x480 resolution, guaranteed
recording of 24 hours per day during one week

16 cameras with 12 FPS and 640x480 resolution, guaranteed
recording of 12 hours per day during one week

4 cameras with 25 FPS and 1280x960 resolution, guaranteed
recording of 24 hours per day during one week

System log database

Calculating results

H.264: from 500 GBto 1 TB
MPEG4: from 500 GBto 2 TB
MJPEG: from1.3TBto3.5TB

H.264: from 500 GBto 1 TB
MPEG4: from 500 GBto 2 TB
MJPEG: from1.3TBto3.5TB

H.264: from2TBto 4 TB
MPEG4: from2 TBto 8 TB
MJPEG: from 5.3 TBto 14 TB

The capacity of the system log database should be taken into account when the capacity of the disk subsystem is
calculated. The estimated capacity of the system log database is calculated by the formulas:

Capacity of system log database (low detection tools activity) =D * T * (0.04 GB / day);
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Capacity of system log database (average detection tools activity) =D * T * (0.12 GB / day);
Capacity of system log database (high detection tools activity) =D * T * (0.48 GB / day);
where

D is the total number of detection tools created in the system,

Tis the estimated duration of system log storage, days.

Metadata database

The following formulas can be used to determine the required disk size for the metadata database:
Size of metadata database =N * T * (0.5 GB / day) - sufficient disk size;

Size of metadata database =N * T * (1 GB / day) - sufficient disk size plus reserve space;

Size of metadata database =N * T * (5 GB / day) - sufficient disk size plus a large reserve,

where

N is the number of detection tools in the system actively recording metadata. One video camera can have several
detection tools with metadata (see General information on metadata(see page 224)),

Tis the period of time (number of days) that metadata will be stored. By default, T =30 days.

If you have less than 15 GB of free disk space, the metadata database is overwritten - the new data is written over
the oldest data.

The system logs

When calculating the disk subsystem capacity, it is necessary to include at least 1 GB for the system logs archive.

Self-diagnostics service

When calculating disk subsystem capacity, note that self-diagnostics service may generate up to 100 MB of data per
day.

The depth of the service internal database is limited to 7 days and 512 MB.

On the page:

+ General requirements(see page 18)
+ Storage requirements(see page 19)
« Minimum requirements(see page 19)
+ Size of the archive(see page 19)
+ System log database(see page 20)
» Metadata database(see page21)
+ The system logs(see page 21)
+ Self-diagnostics service(see page 21)
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3.6.4 Hardware requirements

General hardware requirements
Arkiv software package is designed for use on computers.

The required hardware configuration (RAM, CPU, and hard disk) can be determined using the Inaxsys calculator.

[0 Diskstorage subsystem requirements(see page 18)
TCP/IP Network Bandwidth Requirements(see page 26)
Hardware requirements for neural analytics operation(see page 23)
Hardware requirements for face detection(see page 26)
Hardware requirements for GPU based video decoding

[0 Attention!

If Arkiv is installed on a computer with two processors, it is recommended to disable the Hyper-
threading.

Minimum RAM requirements

At least 8 GB of RAM is recommended. For a specific calculation, use the platform calculator. If you increase RAM
speed by using the memory at a higher frequency or using the memory in dual-channel (or more) mode, it will

reduce CPU usage and boost the performance of Arkiv.
Minimum and recommended requirements for graphics cards
Minimum and recommended requirements for graphics cards are given below.

Recommended requirements Discrete NVIDIA GPU: GeForce 1030 1GB or higher
Integrated GPU: Intel UHD Graphics 630 or higher
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Minimum requirements Discrete NVIDIA GPU: GeForce 7300LE / GeForce 200 or
higher (512MB)

AMD GPU: Radeon HD 5000, Radeon HD 6000 or higher.
Integrated GPU: Intel HD Graphics 530
OpenGL version 2.0 or higher

Availability of the ARB_vertex_program,
GL_EXT_blend_func_separate, GL_ARB_framebuffer_object
extensions for OpenGL

Extensions availability can be checked using the OpenGL
Extension Viewer program (download).

Itis recommended to use the latest drivers for both integrated and discrete graphics cards.

Hardware requirements for neural analytics operation
The hardware requirements for the neural analytics (see General information on Neural Analytics(see page 226)) are:

1. Some NVIDIA SDK specific features allow the neural analytics to work only on Windows Server 2019 or
Windows 10.
2. Forneural analytics operation, you may use CPU, GPU NVIDIA, VPU (Intel NCS**, Intel HDDL).

[0 Note

To connect Intel NCS*®, insert the device into a USB port and make sure that it is recognized by
Windows OS as a USB device with one of the following names: Movidius, Myriad X, or VSC Loopback
Device.

Intel NCSY” may be used with any PC that meets Arkiv hardware requirements (see Hardware
requirements(see page 22)).

[0 Attention!

We do not recommend using more than one Intel NCS* device per Server.
You can use several Intel HDDL devices on the Server if they have the same revisions.

[0 Attention!

For Intel HDDL to work correctly with AMD processors, pre-install the OpenVINO ™ toolkit version
2019.3.379 (see Installing openvino windows™).

3. Ifthe detection tool uses CPU or Intel GPU resources, the following requirements should be met:

14 http://realtech-vr.com/home/glview

15 https://software.intel.com/en-us/neural-compute-stick

16 https://software.intel.com/en-us/neural-compute-stick

17 https://software.intel.com/en-us/neural-compute-stick

18 https://software.intel.com/en-us/neural-compute-stick

19 https://docs.openvinotoolkit.org/latest/openvino_docs_install_guides_installing_openvino_windows.html
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a. Supported CPUs:
i. 6th-10th Generation Intel® Core™ processors;

[0 Attention!

When using a CPU lower than 6th Generation Intel® Core™ processors, the operation
of the detection tool is not guaranteed.

ii. Intel®Xeon® v5 family;
iii. Intel® Xeon®v6 family;
iv. Intel®Movidius™ Neural Compute Stick;
v. Intel®Neural Compute Stick 2;
vi. Intel®Vision Accelerator Design with Intel® Movidius™ VPUs.
b. OpenVino should support the Intel CPU in use (see https://software.intel.com/content/www/us/en/
develop/tools/openvino-toolkit/system-requirements.html).
¢. CPU should support the AVX2 or AVX512 instruction set (see https://ark.intel.com/content/www/us/
en/ark/search/featurefilter.html?productType=873&1_Filter-
InstructionSetExtensions=3533&1_Filter-Family=595).
4. Video card: NVIDIA GeForce 1050 Ti or higher. Requirements:
a. Atleast2 GB of memory;
b. CUDA11.1-11.4
¢. Compute Capability 3.5 - 8.6.

[0 Attention!

CUDA is compatible with generations of computers with the following architectures: Kepler
(partially), Maxwell, Pascal, Volta, Turing, Ampere (partially) (see CUDA).

[0 Note

You can check Compute Capability GPU version on the manufacturer's® website.

[0 Attention!

If you use NVIDIA graphics cards, make sure to download the latest drivers from the
manufacturer's website?,

When using a video card, a single neural network requires 500 MB of video memory, except for the neural network
for face detection (see Hardware requirements for face detection(see page 26)) and license plate recognition (RR) (see
Hardware requirements for License plate recognition (RR)(see page 25)). For example: a neural fire detection tool and
a neural smoke detection tool, both with unlimited number of channels, require a 1 GB graphics card or higher. You
can use multiple video cards in your system.

[0 Attention!

For correct operation of each detection tool, video image should match a specified set of requirements.

Requirements for each detection tool are listed in corresponding sections (see Configuring detection
tools(see page 221)).

20 https://en.wikipedia.org/wiki/CUDA
21 https://developer.nvidia.com/cuda-gpus
22 https://www.nvidia.com/Download/index.aspx?lang=en-us
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Hardware requirements for GPU based video decoding

If detection tools use GPU for video decoding (see Configuring detection tools(see page 221)), make sure the following
hardware requirements are met:

1. For NVIDIA graphics cards:
a. CUDA11.1-11.4.
b. Compute Capability 3.5 - 8.6.

[0 Attention!

CUDA is compatible with generations of computers with the following architectures: Kepler
(partially), Maxwell, Pascal, Volta, Turing, Ampere (partially) (see CUDAZ).

[0l Note

You can check Compute Capability GPU version on the manufacturer's®* website.

[0 Attention!

When using NVIDIA graphics cards, it is recommended to install the latest driver from
the official website?.

c. Support for the required codec in NVDEC (see here®),

[0 Attention!
Video can be decoded on two NVIDIA GPUs at a time.

2. Fortheintegrated Intel GPUs:
a. 6th generation CPU or higher.
b. Support for the required codec in Quick Sync Video.

Hardware requirements for License plate recognition (RR)

If license plate recognition (RR) runs on GPU, make sure the following hardware requirements are met:
1. The GPU is an NVIDIA with at least 1.4 GB of video memory.
2. Compute Capability from 3.5to 7.5 inclusive.

[0 Note

You can check Compute Capability GPU version on the manufacturer's* website.

3. NVIDIA driver version 450.36.06 or higher.
4. CPUswith the AVX2 instruction set support, which are listed here®.

23 https://en.wikipedia.org/wiki/CUDA

24 https://developer.nvidia.com/cuda-gpus

25 https://www.nvidia.com/Download/index.aspx?lang=en-us

26 https://developer.nvidia.com/video-encode-and-decode-gpu-support-matrix-new

27 https://developer.nvidia.com/cuda-gpus

28 https://ark.intel.com/content/www/us/en/ark/search/featurefilter.html?productType=873&1_Filter-InstructionSetExtensions=3532
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Hardware requirements for face detection
The face detection tool requires a CPU supporting SSE4.2, FMA3 or AVX2.0 instruction set.
If face recognition runs on GPU, make sure the following hardware requirements are met:
1. The GPU is an NVIDIA with at least 6 GB of video memory.
2. Compute Capability 6.0 or higher.

[0 Note

You can check Compute Capability GPU version on the manufacturer's® website.

3. NVIDIAdriver version is 418.39 or higher.

Hardware requirements for License plate recognition (VT)
The VT automatic number plate recognition tool runs on the following processors: CPU, Intel GPU, VPU (IntelNCS).
For NVIDIA GPUs:

] Attention!
GPUs with NVIDIA Ampere architecture are not supported.

1. Compute Capability 3.5 and higher.

[0 Note

You can check Compute Capability GPU version on the manufacturer's® website.

2. Support for CUDA 10.2 or higher.
You can find the list of supported devices on the OpenVINO™ toolkit? page.

3.6.5 TCP/IP Network Bandwidth Requirements

Network bandwidth is a limiting factor in distributed system performance. The bulk of the information streamed
over the network is video data. For example, the data flow (video stream) from remote cameras, such as used to
monitor ATMs, is sent via communication channels.

[0 Attention!

The minimum bit rate through the communication channel (network bandwidth consumption / goodput)
for the Arkiv VMS, should be at least 2 Mbit/s.

To determine the required TCP/IP network bandwidth for video transmission from IP devices and some video
capture cards, we recommend you to use Arkiv Platform Calculator (check the Total bitrate from ip devices
(Mbit/s) parameter).

29 https://developer.nvidia.com/cuda-gpus
30 https://developer.nvidia.com/cuda-gpus
31 https://docs.openvino.ai/latest/openvino_docs_OV_UG_supported_plugins_Supported_Devices.html
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3.6.6 BIOS configuration requirements

Arkiv

suite performance (namely, video decoding) is sensitive to CPU frequency. The higher the frequency, the

better will be Arkiv performance on this platform.

Modern computers have the power saving mode enabled in BIOS by default. Using this mode in multiprocessor

syste

ms results in incomplete CPU core utilization and decreases the performance of an input/output subsystem.

To increase Arkiv suite performance, configure the computer BIOS as follows:

1.
2.
3.

3.6.

Disable all Enhanced Intel SpeedStep (EIST) technologies.
Disable power saving modes: select options providing maximum performance.
Disable green technologies such as Energy Saving, Turbo Boost, SmartThrottling.

Attention!

Different motherboard manufacturers use different names for these technologies. Therefore, for every
particular motherboard model you must find the technology name in the documentation for this model.

7 RunningArkiv VMS in Virtual Machines

The ArkivVMS can be run in the following virtual machines:

O

3.7

« VirtualBox (all versions);
« VMware (all versions);
« Hyper-V (all versions).

Attention!

To run the Client, 3D acceleration must be enabled.

Note

The operating system in a virtual machine must meet the general requirements.

If you use VirtualBox on Windows 7 SP1 and in Hyper-V, you won't be able to access a Guardant USB key
from the guest system.

In Hyper-V, you can use third-party utilities (for example, USB Network Gate®) instead.

Interface of the Arkiv Software Package

&
Arkiv Client has 2 basic interfaces: Layouts E and Settings .

To switch the two, click the tabs at the top of the screen.

[ Note

33 http://www.net-usb.com/downloads/
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If there are no cameras in VMS, the E tabis not available.

[ Attention!

You can configure access to any given tab and buttons in the top panel individually for each user role (see
Configuring user permissions(see page 430)).

When you are configuring VMS, the top panel shows tabs with different groups of settings, the button for switching
to the system log, current user name and the Exit button.

Programming  Users

When you select Server or any child object in the Hardware, Archive or Detection Tools tabs, the upper panel
shows the current CPU and network load.

e e e

In the Layouts interface in the upper pane, you see the following elements:

Camera search panel(see page 612).

System time.

Context menu.

Video surveillance mode selection tabs.
Video wall management panel.(see page 610)
Monitor management panel(see page 610).
Layouts panel(see page 611).

Macro menu(see page 786).

Layout scaling buttons(see page 622).

W eNoA~WN R

s ] Dynaniclapout R e lyout 1

In the Layouts and Search interface, you can hide the top panel. To do this, click the ﬂ button in the top right
corner. To show the top panel, hover over it with the pointer.

] Note
To pin the top panel, click the button.

In Full Screen (see Configuring the Client screen mode (full screen or window)(see page 529)), to collapse the client

window, click the ! button.

3.8 Ports used by the Arkiv Software Package

[0 Appendix 9. Using Arkiv with NAT (see page 918)
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Ports

20040
20041
20108

20109

20110

20111-20210

80 (Windows)

8000 (Linux)

554 (Windows)
50554 (Linux)

8080

8888

Chang
eable

No

Yes

Yes

Yes

Yes

Yes

Yes

No

Installation type

Server and Client

Failover Serverand
Client

Server and Client

Failover Serverand
Client

Server and Client

Failover Serverand
Client

Server and Client

Failover Serverand
Client

Server and Client

Failover Serverand
Client

Server and Client

Failover Serverand
Client

Server and Client

Failover Serverand
Client

Server and Client

Failover Serverand
Client

Client

Arkiv 5.0 - User Guide

Process

Self-diagnostics service(see page 587)

gRPC API (see Configuring the Server
ports(see page 521))

PostgreSQL database (see
Configuring the Server ports(see page
521))

Server (see Installation(see page 36),
Network settings utility(see page 865))

Web server (see Configuring the Web-
Server(see page 105))

RTSP server (see Configuring an
RTSP Server(see page 106))

Virtualinput (see Configure virtual
inputs(see page 154))

ClientHTTP API

Open the
port*

Not required

Required

Required

Required

If necessary

+HTTPS port
443

Not required

Required

Not required
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Ports Chang Installation type Process Open the
eable port*
4000 No Failover Server and Failover (see Ports used by the Required
4646-4648 Client failover system(see page 563))
8300-8302
8500
8600
57000-65000 No Server and Client Server (see Installation(see page 36), Firewall is
Failover Server and Network settings utility(see page 865)) required, but
. port
Client .
forwarding
under NAT is
not required
(see
Connecting
the Client to
the Server
behind
NAT (see page
921))

* In a configuration including several Servers in firewalled LANs, or port forwarding on the router under NAT
environment.

3.9 Requirements for Personnel Quantity and Qualifications
The following roles have been defined for operating the Arkiv software package:

1. Security system administrator.

2. Security system operator.

In special cases, one person can perform the functions of both the administrator and the operator.
The main duties of the administrator are to:

Update, configure, and monitor the operability of the security system’s hardware.

Install, update, configure, and monitor the operability of basic and system software.

Install, configure, and monitor software applications.

Manage user accounts (this duty can be carried out by a user entrusted with system administrator
permissions).

Eal S o

The administrator must have the skills necessary for network configuration, including routing and firewall, as well
as NetBIOS, DNS, and NTP network services.

Besides, the administrator must have high qualifications and practical experience installing, configuring, and
administering the software and hardware employed in the software package.

The software package is structured so that all accessible functionality can be managed by one administrator or
administration responsibilities can be divided among several users.

The main duties of an operator are to:
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1. Work with the software’s GUI (graphical user interface).

2. Optimize the performance of the personal computer to carry out tasks using the functionality provided in
the software package.

3. Createroles and usersin the system (if the user has been granted the appropriate permissions).

The system operator must have experience with, and be a qualified user of, PCs running Microsoft Windows and
must be able to easily perform basic operations.
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4 Installing the Arkiv Software Package

4.1 Installing equipment

4.1.1 Types of Devices Used

An IP device is the source of the video signal (video data) for the Arkiv software.

[0 Note

You can connect analog video cameras to Arkiv via video capture cards, which the software defines as IP
devices.

The following types of equipment are IP video and audio surveillance devices:

1. IPvideo cameras.
2. Various types of IP video servers.

IP video servers which use analog video cameras directly connected to them, digitize the analog video signal, and
transmit it to users via TCP/IP. When working with analog video cameras connected to IP video servers, users can
utilize the same video image viewing and transmission functions as with IP video cameras.

4.1.2 ConnectingIP Devices

To work with IP devices, you need to connect the Arkiv server to the local network where the required IP devices
are enabled.

IP-camera 1

5

IP-camera2 IP-camera N

lgn © .

Server 2

Single subnet

To ensure support for IP devices on an external network:

« ThelP devices must have an external static IP address.
« The necessary ports on the network equipment must be opened.
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[0 Attention!

If these requirements are met, IP devices should be properly handled. However, correct functioning is not
guaranteed.

Based on the video signal coming in from the IP device, an assessment is made of the guarded location and the
system responds to events registered for that location. The content and quality of the obtained video information
depends on how the IP device is installed and configured. There are a number of rules that must be followed to
obtain a high-quality video signal. In particular, high-quality peripheral equipment (hubs/routers) must be used; we
advise against use of Home and Office-class devices, which are not intended for use in such security systems.

[0 Note

IP devices connected to such equipment will transmit a video stream with an unacceptably long delay
(from 1.5 to 3 seconds per frame)

Detailed information about creating a local network and connecting IP equipment to it is presented in the
corresponding reference documents.

4.1.3 Configuring IP Devicesin Windows

IP devices can be configured in Windows by using the following software:

1. Software included with the IP device. This software is used to accomplish the following tasks:
a. Searching for network devices connected to the local network.
b. Preliminary IP address assignment (without account of routing).

[0 Attention!

Without assigning preliminary IP addresses to the devices, it is not possible to access their
Web interface.

2. Web interface of the IP device. This interface is used to accomplish the following tasks:
a. Configuringthe IP devices with consideration for routing.
b. Configuring modes for the IP devices to work with video and audio signals.
c. Viewingvideo images coming in from IP devices in standard Web browser mode.

Configuration of IP devices in Windows is described in detail in the official reference documentation for the
respective devices.

4.1.4 Video capture cards pins

WS-216 video capture card pins

WS-216 video capture card has two external DVI-I pins. Video and audio connection is performed with the help of
DVI-I/BNC and DVI-I/RCA stubs correspondingly. Simultaneous connection of up to 8 cameras and up to 8 sound
sources to one external pin of WS-216 video capture card is possible. The Watchdog cable is connected to the J1
pin. DI/DO card is connected to the J2 pin.
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Video CH10
Video CH11
Video CH12
Video CH13
Video CH14
Video CH15
Video CH16

Audio CHO9
Audio CH10
Audio CH11
Audio CH12
Audio CH13
Audio CH14
Audio CH15
Audio CH16

Video CHO1
Video CHO2
Video CHO3
Video CHO4
Video CHOS
Video CHOS
Video CHOT
Video CHO8

Audio CHO1
Audio CHO2
Audio CHOJ
Audio CHO4
Audio CHOS
Audio CHO6
Audio CHO7
Audio CHO8

10

1O O

r

Arkiv 5.0 - User Guide

—1
il
.
]

Installing the Arkiv Software Package - 34



GND

Audio @
Audio 10 ———

— Video 9
—— Video 10

Audio 11
Audio 12

Video 11
Video 12

Audio 13

Video 13

Audio 14 ——
Audio 15—
Audio 16

—— Video 14
——— \ideo 15
Video 16

GND

Audio 1

Video 1

Audio 2

)

Video 2

Audio 3

Video 3

Audio 4

Video 4

Audio 5

Video 5

Audio 6

Video 6

Audio 7
Audio 8

O &

Video 7
— \fideo 8

Arkiv 5.0 - User Guide

Installing the Arkiv Software Package - 35



Arkiv 5.0 - User Guide

4.2 Installation the Arkiv Software Package

4.2.1 Installation
To install Arkiv, regardless of the type of installation, it is necessary to perform the following steps:

1. OpentheArkiv distribution package.

<« Arkiv. » Arkiv-4.4.., v 0 O Search Arkiv-4.4.0.314{50)-...

Mame - Type Compress:
languages File folder
Redist File folder

j media.4.4.0.314 Cabinet File

|j package.rmeta META File

|j package.sign SIGM File

ﬁ_."?'r' Product Windows Installer Package

[ Redist Application

¥ Redist.exe.config XML Configuration File

[ setup Application

2. Runthe Setup.exe file.

[0 Note

If you cannot run the installation files downloaded from the Internet, do as follows: allow running
programs and unsafe files in Windows OS.

3. Inthedialog box, choose the required language from the list and click the Install button.

Installation wizard

Choose the language of installation dialogs:

English {United States) e

Install Cancel

4. Selectthe Arkivinstallation type in the dialog box by clicking the appropriate option button:

a. Client - installs only a Client application that allows the user to connect to any Server and perform
administration/management/monitoring operations with the protected object based on the
permissions granted by the administrator.

b. Server and Client — installs Client and Server services. Arkiv Server:

i. Interacts with devices (cameras, microphones, inputs, outputs, etc.) that constitute a security

system.
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ii. Writesvideo footage to archives on system disks; interacts with archives on NAS.

iii. Hosts metadata database.

iv. Employs detection tools to analyze live video.

v. Keeps configurations of the security system, user settings, custom layouts, macros, etc.

c. FailOver Server and Client — installs Client and Server services enhanced with the FailOver
capability. In emergency (power outage, network problems), the FailOver technology restores the
Server configuration on another Server. Please refer to the section titled Configuring FailOver VMS(see
page 562) for details on how to install VMS with the FailOver capability.

Installstion wizand

Instalation type.

Seect e bype of nstalshon srd dick Next ‘&ArKIV

Salart thia aption if only video camarnas,
1P-garvers or other sgral sounes ana
B Server and et connacied b His PC.

) Failrver server ond dient

) Berd

[[] Enable full ratalabon Iog (inosemes the tree of product nekalabon)

Hext Corced

[0 Note

We offer a separate installation package containing only the Arkiv Client. To obtain it,
contact our technical support. You can download additional packages from the official
website.

This installation package is intended only for Client updates. You cannot install it on a PC
where Arkiv was not previously installed.

5. Torecord allinstallation-related events to a log file, select the Enable full installation log checkbox.
6. Click the Next button.
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Adialog box prompts you to select the components for installation.

Wnistallabaon wizard
Sebect components for mstaliation
Sedert componenis which you want to install and dide Instell %ArK IV
Comporents St [renl?
Prir pquisitea -]
Orrvers D
it ol Fit Co (|
Eage product 4
Db Pack x4 Ftt O [=]
rovepr Fipck xid T O
8 Es_t.:! | e
[0 Note

To view the list of installed components, click .

7. Select checkboxes for the components that you want to install. We recommend installing all components.
8. Click the Install button. All selected components will be installed. The installation process may take
considerable time. After that, the preparation process for the Arkiv installer will be initiated.

I mstallaticn wizard

=
Installation Guardant drivers {&"' A r K I V ‘
T

[0 Attention!

Starting from Arkiv Driver Pack 3.51, this driver package requires the Windows update KB2999226
to be installed. If this update is missing, you will see a warning. To continue installation, download
the upgrade from the official Microsoft website. When installing the upgrade, consider the bitness
of your system.

[0 Note

The following required software is installed, if necessary:
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a. PostgreSQL 10.8.0 Server database. If an older version of PostgreSQL is installed, it is
updated to version 10.8.0. A new log database is automatically created (name: ngp, user
name: ngp, password: ngp). By default, PostgreSQL is installed on the system disk. You can
change the path using the command line options of the installation file (see Silent install
(Quiet Mode)(see page 56)).

b. NET Framework 2.0, .NET Framework 3.5 SP1 and .NET Framework 4.0.

c. Acrobat Reader, which is necessary for exporting in PDF format and printing freeze frames
(see Frame export(see page 776)).

9. Click the Next button on the setup wizard's welcome screen.

Preparing to install Arkiv v.4.0.2 5673

Please ward while the Sebup Wiesrd s prepenng b instsll
drkee v, 4.0.2. 5573,

Badk hext

10. To proceed with installation, carefully read and accept the terms of the license agreement by selecting the
radio button next to I accept the terms of the License Agreement and click the Next button.
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'E Arkre v 440N 4 Installztion Wizard — £
Licesse Sqpreserme=nk ==
Placin racd the Lceres Agresdani carefllly. %ArKIV
End-User License Agreement (EULA) A

Imporiamt! Bead the fellowing verms carefully before inzalling. copring
imi‘or using this saftware. Installimg, copring srusing the product indicates
vear acceprance of these terme.

This Aoy End-User Licemze Agreement {"EULA®) iz 2lezal azreemest

between yau, the End-User of the Licenne nghi=s greated heretn, and bnawsys
Eepumity Svstems Ine Inareys™), governing the use of thes software
secompanye s EULA inclading sy and 2l assocmed siedia, preied
matenals, ad “oedee” or deciromic documesiation protected by copomglni

s =

1®)] sceept the berme of Hoe License Agreement
(1 do rmt soospt the terms of the Licerss & gresment

R -

11. Select the folder for storing the log database and the metadata database used in Arkiv, and click the
Next button.

[0 Attention!

The path to the folder for storing the log database and the metadata database should contain only
Latin letters and numbers.

[0 Attention!

To reduce the load on the system disk, it is recommended to store the log database and the
metadata database on a separate physical disk.

To calculate the required amount of disk space for the log database, the metadata database and
Arkiv software package, you can use the Disk storage subsystem requirements(see page 18) page.

[0 Note

The log database and the metadata database will be located in the X:\ArkivOneData\ folder (in the
Data and vmda_db subfolders, respectively), where X is the drive letter with the largest amount of
free memory.

In the future, the metadata database can be placed in the network storage (see Configuring storage
of the system log and metadata(see page 517)).

Installing the Arkiv Software Package - 40



12.

13.

14.
15.

Arkiv 5.0 - User Guide

ﬂ Hrkiv w4031 Instalbation Wizamd = "
Selpct destination Tolder P

Wihere would ou ke o install Ak v 44,0, 5147 [i"iA rK IV

L2 Browee to sclect deatination folder for arkds v 4. 4,0 314,

Im Browee...

ﬁ Add shorbost bo Quidk Launch Todbar

EA add shortost bo the Deskiop

o [T ] | Cae

By default, shortcuts are added to both quick launch bar and desktop. De-select the corresponding
checkboxes if it's not required.

By default, upon connecting to the Server, the Client may be automatically updated. If it's not required, clear
the Create an archive for automatic update checkbox. In this case, you can save Arkiv VMS installation
time, but the Clients will not be automatically updated upon their connection to the Server.

Click the Next button.

By default, the Arkiv Server name is identical to the PC name. If the PC name contains forbidden symbols,
you have to set an appropriate name for the Server according to the recommendations, and click the Next

button.
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16. Inthe window that opens, select an installation method and click the Next button.
If the Custom installation method is selected, you can perform advanced configuration of the installation of
Arkiv.
If the Standard installation method is selected, you are prompted to select an Arkiv-domain (Step 25).
Default values will be used for other settings.
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Ay 440,314 Installation Wizard = b

Arkony w.4.4.0.31 4 Installabion Type, “E:A rK IV

Sejact the required installation type and dick Hexzt.

Arkiv w4 4,00 314 will be instalied s8
5 skarcard s=t,

(wi
Lo
g

i1 Custom

Back Cancel

17. Select auseraccountin the file browser:

O

o

Note

The file browser helps to navigate through the Server's file system (such as when choosing disks for
log volumes). The user account for the Windows file browser will be created with administrator
privileges.

Attention!
After installation of Arkiv, make sure that a file browser account has been created in Windows and
belongs to the Administrators group.

Use default Arkiv File Browser account.
Use Local System account.

Specify username and password for new or already existing user.
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Selecting user for file browser account @hrKIV

Zelect 3wz fur e fle rowssr scoount. Vi this scoount, P can get scoess i the server
fir sysiem Fom remobe denis

B Arkiv vl 40314 Installetion Wizard

i Lym deFpdt Pily Broposr poeoured
() Lk L ool Systesn account

() S cify Lesar name and prssword for new or siready existing user

LESer Pl

Paassecnd:

S I

18. Specify the path to Arkiv folders and configuration files.

[0 Note

By default, the files and folders of the configuration are stored at the following path: C:
\ProgramData\Inaxsys\Arkiv\.
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_ﬁ Arkne v 440,374 Inrtallsbion Wizard = ¥

Configuration,

Pt CArKIV.

Gat the path 1o configur ation folders and fles.
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19. Specify the path to the folder for installing Arkiv.

[0 Note
By default, Arkiv will be located in the C:\Program Files\Inaxsys\Arkiv\ folder.

[0 Attention!

The installation path for Arkiv and its databases should contain only Latin letters and
numbers.

20. Click the Next button.

21. Specify the range of ports to be used for the Server. To do so, specify the lower end of the range, as well as
the number of ports. This range can be used by the local network administrator to forward the port
manually®* in cases where it is necessary to give the Client access to the Server from another network. The
minimum possible number of ports is 20.

For a full list of ports, see Ports used by the Arkiv Software Package(see page 28). After you install Arkiv, you can
change it manually (see Configuring the Server ports(see page 521)).

37 https://en.wikipedia.org/wiki/Port_forwarding
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7 Ay w4 40,314 installation Wizard - x

e et CArKIV.

Gt par range which vl be wsed during Server work. Micknn porl countis 20

Port ranga beginning ZTITE
Port counk; oo
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Al nadve seryer sddrem
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a ==

[0 Note

The number of ports that you select affects the scalability of the system. Keep the following in mind
when specifying the number of ports:

+ After the Server is installed, it occupies 10 ports, including one for sending E-mails (via
SMTP, see The E-mail notifier object(see page 411)) or text messages (via SMS, see The SMS
notifier object(see page 414)).

Attention! The FailOver Server and Client installation type uses 9 base ports and preset port
ranges for each node (see Ports used by the FailOver system(see page 563));

+ Ina64-bit configuration, 4 ports are required for any number of IP devices. In a 32-bit
configuration, 4 ports are required for each 32 cameras;

+ Each archive requires 1 port;

+ 1portisrequired for viewing Video Footage through the Web-Client;

« 2ports are required for each decoded video stream on the currently opened layout in the
Web-Client;

« 2 ports are required for mobile Client;

+ 2 ports are required for any number of loudspeakers in the system (see The Speaker
Object(see page 158));

+ 1portisrequired for recording metadata into the DB;

+ 2ports are required for service detection tools operation;

+ 2ports are required for scene analytics detection tools operation;

+ 2ports are required for neuro tracker operation;

« 2ports are required for neural counter operation.
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[0 Attention!

Connected devices will only work on ports in the specified range. If not enough ports are allocated,
then some of the devices may not work or work unstable.

22. If necessary, set an alternative Server address — the outside local address for a Server behind the NAT®,
Interface specification format: "IP-address1 or DNS-namel, IP-address2 or DNS-name2".
23. Torestrict visibility of the Servers on particular networks in the list of Servers during Arkiv setup, do the
following:
a. Clickthe button Select network interfaces... The Network interfaces window opens.

Metwork interfaces n

Select used network interfaces:

w| Ethernet (10.0.2.15)

Apply Cancel

b. By default, use of all available network interfaces on the Server is allowed, meaning that Servers on
the relevant networks will be visible in the list. If you do not want for the Servers on the networks of
certain network interfaces to be visible in the list, clear the relevant checkboxes.

[0 Note

Depending on the network topology, it will still be possible be reach the Servers manually (if
broadcasting is allowed between the network segments).

¢. Clickthe Apply button.

24, Click the Next button.
25. Create a new Arkiv-domain with the name Default (for the definition of an Arkiv-domain see Appendix 1.

Glossary(see page 867)). If you want to add the computer to an Arkiv-domain at a later time, select Server will
be manually added to already existing domain later. Click the Next button.

[0 Note

When reinstalling Arkiv, you have the option of using the previous domain (select Use existing
configuration).

38 https://en.wikipedia.org/wiki/NAT
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[0 Note

Using the same Arkiv-domain name does not guarantee that the Servers will be in the same Arkiv-
domain. To place all Servers into one Arkiv-domain, you should use Arkiv interface to add each
Server to the necessary Arkiv-domain. Arkiv-domain configuration is described in detail in
Configuring Arkiv-domains(see page 91).

ﬂ dkciv wd 40,314 Installation WWizard = -

Add server to domain (_ArK[Ve

Lrlect cne of the follesang opdons for addng server o doman,

() Lise swisting corfiguraton

lb&:uhm#ﬂﬂ and add s~er it

() Sereer wil be manuely added to slrsady edsting domain laber

Adialog box appears, showing the installation parameters corresponding to the selected type of installation.
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ﬂ Ak v 4 40314 Installztion ‘Wizand -

e CACKIV.

You have selected the follevang components to be mstalled on yowr PC:

Instaliation path: Dt larkay

Setup oplion: Server and Chsnt

IF these setup cpbiors sre correct, dick Mext to conbnues the setup precsss, Ohermis=
dick Back bo chiange the sebup options. To guit the &rdv v.4.4.0.3 M4 sebup dick Canes].

| Bk | Mt Carcel

26. Verify yourinstallation settings and click the Next button to begin installation of Arkiv.
Installation of Arkiv is then performed.

| kv v.4.4.0314 Setup = %

T CArKIV.

Hesse mat whils driay v, 34,0, 314 & retskng. lkmay tske & ey mnukes dep=ndng on
the 05 and de bardmanes of your PC.

SiansE: Creating archive Tie for sUlmals updstes |

bedk - Cancel
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After installation, a new dialog box will appear informing you that the installation of Arkivis completed.

Installation comphete ‘E-AfKIV

Arky w440, 314 5 socoesshully instaled en your PC. Chick Frish boexit.

Aktenbon!

O starting the software package an authorization windos wil appear,
Pl=as= specrfy the follevang default values n approoriate fekds:

Lizer mame; rook

FPaszword! root

27. Click the Finish button to confirm completion of the installation.

Installation of Arkiv is now complete.

4.2.2 Installing DetectorPack addons

By default, the Arkiv VMS package only includes the basic DetectorPack, which contains the following set of
detection tools:

1. Object Tracker (without Neural filter).
2. Retail Analytics.

3. VMD.

4. Tampering detection.

5. Service Audio detection tools.

Additional DetectorPack packages (addons):

1. Addon Neuro Pack contains the following tools:
Neural filter.

Neural tracker.

Neural counter.

Pose detection tools.

Smoke detection.

Fire detection.

Water level detection.

@ -0 QN T o
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h. Equipment detection tool (PPE).
i. Person-based privacy masking.
j. Object detection.

[0 Note

Neuro Pack is required for the face and people masking feature to be applied to the
exported video.

Addon Face Recognition Pack contains Face Recognition (no vendor name) and its subordinate detection
tools.

Addon Face Recognition Pack (VL) contains Face Recognition (VL) and its subordinate detection tools.

[0 Note

For the Face Recognition (VL) to work, it is necessary to install two packages from the Arkiv
DetectorPack:

+ Face Recognition Pack (VL);

+ Facial Recognition SDK (VL).

[0 Attention!

Only one of the optional Face Recognition packs could be installed: Face Recognition (no vendor
name) or Face Recognition (VL).
You cannot install both packs in the same system.

[0 Attention!

Face Recognition pack Face Recognition (no vendor name) is guaranteed to work on Linux Debian
11 and Ubuntu 20.

Face Recognition packs Face Recognition (no vendor name) and Face Recognition (VL) are not
guaranteed to work on Linux Debian 9, Debian 10, Ubuntu 18 and Ubuntu 19.

Addon VT LPR contains License plate recognition (VT).
Addon RR LPR contains License plate recognition (RR).
Addon IV LPR contains License plate recognition (IV).
Addon VL PPE contains the PPE detection (VL).

To install these add-on packages, do as follows:

B =

Download the required packages on the official website.

Stop the Server.
Run the executable file and wait for the installation to complete.

Start the Server.

Attention!

It is required that the versions of the main DetectorPack and the DetectorPack addons are the same. If the
versions differ, it is necessary to update the version of the main DetectorPack so it matches the version of
the DetectorPack addon.
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4.2.3 Repairing Installation
Arepairinstallation is used to re-install all components of the Arkiv software package.

To start a repair installation, launch the Arkiv software without removing the previous version of the program.

[0 Note

To ensure that Arkiv is re-installed correctly, all related applications should be closed before starting the
repair installation.

Torun a repair installation of the Arkiv software, you must perform the following steps:

1. Open theArkiv distribution package.

i Ak, + Arkne-d.4.. e (Y T Saarch drkre-d.d 003187500
Marme Type Compress
langueges e folde
Fledist efaolder
| medind.4.0.314 Cahinet File
7 package.meta META File
_" package.sign 21GM File
ﬂj Product Windows Installer Package
“u+] Redist Application
f'] Pedist.ece.config ML Configuration File
] zetup Application

2. Runthe setupfile.
3. Click Next on the setup wizard's welcome screen.
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e CArKIV. |

4. Adialogbox will appear, allowing you to choose an operation.

Hena - CArKIY
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5. Select the Repair option and click Next.

Adialog box will appear, showing the Arkiv repair process.

Repairing Arkiv v.4.4.0.314 {g‘ A rK I V

Pleage wail whila the Setup igard repain Arkn

Shahis: Copyving new filea

b sl I Cance

Adialog box will appear, indicating the completion of the repair process. Click Finish. Repair of Arkiv is now
complete.

4.2.4 Removal

The Arkiv installation program can also remove the software. Use this option when you need to remove all
components of Arkiv from your computer.

[0 Note

All related applications should be closed before beginning removal of the Arkiv software.

You can run the Arkiv uninstaller via one of the following methods:

1. From the Start menu.
2. Using Add or Remove Programs in the Windows control panel.
3. Bystarting the executable file named setup.exe, which is included with the installed version of the product.

When you do this, the setup wizard's welcome screen appears. To remove Arkiv, you must observe the following
procedure:

1. Click Next on the setup wizard's welcome screen.
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e CACKIV. |

Adialog box will appear, allowing you to choose an operation.

[ CArKIY
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2. Select Uninstall.

3. Tosaveyour Arkiv settings in a database, select the Save the setup options check box. This option
may be useful when updating the product.

4. Click Next.

Adialog box will appear showing the Arkiv removal process.

O R CEACKIV

Plessr st white the Setp Wosrd removes Ak v, 40003534

A ralidzdng nstal

| [conm ]

-

A dialog box will appear, indicating the completion of the removal process. Click Finish. Removal of Arkivis now
complete.

[0 Note

To completely remove Arkiv, use the Windows Control Panel to remove the following software:

1. PostgreSQL.
2. Inaxsys Situation detectors and DetectorPack.
3. Arkiv Driver Pack.

4.2.5 Silentinstall (Quiet Mode)

You can run Arkivinstallation in quiet mode (unattended setup with no user intervention).

[0 Note

During installation you may have to reboot the system. After rebooting the installation will continue
automatically.
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When Redist.exe process ends and not listed in Windows Task Manager, the installation is complete.

This mode of installation can be configured by adding command-line options to setup.exe. See the command-line

optionsin the table.

Command-line option

/?or /help

/x or Juninstall

/x/removeall

/ror [repair

/gn or /quiet

/norestart

/debug

/no0SCheck

/postgresinstalldir="D:\Postgres

JLANG="en”

J/INSTALLTYPE="ServerClient"

JADD="[]"
/REMOVE="[]"
/

dpcmd="INSTALL_BOSCH_VIDEOSDK=\"no\"

Description

Open the Help window

Remove Arkiv and save the configuration

Remove Arkiv and delete the configuration

Repair Arkiv

Silentinstall

Disable automatic reboot of the system during installation

Log installation

Skip OS compatibility check

PostgreSQL installation folder

Selectinstallation language:

For example, en — English

Installation options:

« ServerClient — Server and Client (default),
« raftServer — Failover Server and Client,
+ Client.

Hers is the list of components to install or remove (if you
remove/uninstall software). See the possible values in the table
below.

Hers is the list of components NOT to install or remove (if you
remove/uninstall software). See the possible values in the table
below.

Bosch VideoSDK driver Installation (see notes).

« no—do notinstall,
+ yes —install.
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Command-line option Description

/CMD="[commands]" Basic installation options and values. Commands are [option] =
\ "[value]\" or [option] = [value]" . See available installation
options in the table below.

[0 Attention!

Occasionally, when installing the Bosch VideoSDK driver, the CLI window opens. To continue with
installation, close this window.

/ADD and /REMOVE values:

X86 x64

Acrobat Acrobat
BaseProduct BaseProduct
IPDriverPack_x86 IPDriverPack_x86
Guardant_x86 Guardant_amd64
Postgres Postgres
dotnetfx35_x86 dotnetfx35_x86
Redist2005_x86 Redist2005_x86
Redist2010_x86 Redist2010_x86
DetectorPack DetectorPack

Installation options:

Installation options Description
QUICKLAUNCH_SHORTCUT="1" Create shortcut:

« 1—Yes (default),

« 0— No.
DESKTOP_SHORTCUT="1" Copy shortcut to desktop:

« 1—Yes (default),

+ 0—No.
INSTALLDIR="[%ProgramFiles% Arkivinstallation folder

\Inaxsys\Arkiv]'
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NGP_IFACE_WHITELIST="0.0.0.0/0

NGP_ALT_ADDR="0.0.0.0"

PORT_RANGE_START="20111"

PORT_RANGE_COUNT="100"
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Description

Network interfaces The default value is "0.0.0.0/0" (all available network
interfaces)

Format of network interfaces: "IP-address1 / number of unit bits in the
mask, IP-address2 /number of unit bits in the mask"

Setting the outside local address for a Server behind the NAT*?).

Format of network interfaces: "IP Address1 or DNS-namel, IP address2 or
DNS Name2"

The initial value of the port range for Server. 20111 — default.

Number of ports in use. The minimum number is 20. 100 — default.

Options for Server and Client installation

PATH_TO_DATA=X:
\ArkivOneData',

where Xis the letter of the disk
with the most free memory

FBUSER_TYPE='DEFAULT'

FBUSER_NAME='[ArkivFileBrowse
r]’

FBUSER_PSW="[Arkiv2.0.0]'

CONFIG_PATH="[CommonAppData
Directory]'

DOMAIN_NAME_TYPE =
'[NewDomain]'

42 https://en.wikipedia.org/wiki/NAT

Directory for storing the log database and metadata database. Default
is X:\ArkivOneData.

The PATH_TO_DATA parameter should be after the INSTALLDIR
parameter.

User account for file explorer:

« DEFAULT — create a new account; the default name selected will be
ArkivFileBrowser,

« SYSTEM — select an account from the Local System,

+ SPECIFY — create a new account; choose the user name and
password.

Setting a user name and password for an account in file explorer.

When you choose SPECIFY of the FBUSER_TYPE parameter

Path to configurations files and folders

Select Arkiv-domain:

« NewDomain — create new Arkiv-domain (default),
« WithoutDomain — do NOT add Server to Arkiv-domain,
+ TheSameDomain — use existing Arkiv-domain.
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Installation options Description

WHATDBUSE ="[EXIST]' + EXIST — use existing log DB (default)
+ NEWDB — create new DB

WHATVMDADBUSE ="[EXIST]' + EXIST — use existing object tracking DB (default)
+ NEWDB — create new DB

The command for silent installation of Arkiv may look like:

setup.exe /quiet /norestart /debug /INSTALLTYPE="ServerClient" /REMOVE="Guardant_x86" /
CMD="CREATE_QUICKLAUNCH_SHORTCUT=\"0\" PORT_RANGE_COUNT=\"50\"
DOMAIN_NAME_TYPE=\"WithoutDomain\""

This will launch installation with the following options:

Quiet mode (/quiet);
no reboot (/norestart);
log installation to file (/ debug);
Server and Client (/ INSTALLTYPE ="ServerClient");
No Guardant drivers (/ REMOVE ="Guardant_x86");
And with the following properties (/ CMD =)
a. noshortcut (="CREATE_QUICKLAUNCH_SHORTCUT=\"0\");
b. 50 ports for Server (PORT_RANGE_COUNT="50");
c. Server NOT added to Arkiv-domain (DOMAIN_NAME_TYPE = '[WithoutDomain]').

O, wWwN K

4.2.6 UpdatingDrivers Pack

To install the latest version of Drivers Pack, do as follows:

1. RuntheIPDriverPack.msifile.
2. After the installation is complete, restart the Server (see Shutting down a Server(see page 82), Starting a
Server(see page 76)).

4.2.7 Upgradingfrom Arkiv to Arkiv 5

There are some limitations for upgrading from Arkiv to Arkiv 5:

You can upgrade to Arkiv only from Arkiv 5.
Upgrade from Arkiv versions earlier than 4.5.10 to Arkiv 5 is not available.

Updating the Client through the Server is not available, it is necessary to update it manually on each Client.

H w e

Upgrade from Arkiv to Arkiv 5 via the supervisor web interface is not available.

[0 Note

Arkiv 4.5.10 includes DetectorPack 3.6, Arkiv includes DetectorPack 3.7.4 (see DetectorPack 3.7.4
Reijease Notes) with updated manufacturer's SDK for the Face detection tool. This means that once you
update

DetectorPack, the previously recognized faces can no longer be searched.
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To upgrade from Arkiv to Arkiv 5, do the following:

1. Stop the Server.orthe NGP_SuRervisor service in case of a failover system. If there are several Servers in
the Arkiv Domain, stop them all.

2. Launch the Arkiv 5 installer. Uninstalling Arkiv is not required.
3. Inthe warning window, click Yes.

Select components for installation

I;I
Select components which you want to install and dick Install. Q\‘ A r K I v

Components State Install? £y
Warning. ]
]
= The Arkiv software is updating. Please quit all other ]
! applications. Click Yes to continue the update or No to exit.
Thank you for choosing Inaxsys products. ]
= ]
Yes Mo ]
]
Arkiv Update is available W
£ >

Install Cancel

4. Runtheinstallation by selecting an existing configuration. The procedure is the same as installation
(see Installation(see page 36)).

Installing the Arkiv Software Package - 61



Arkiv 5.0 - User Guide

#7 Arkiv v.1.0.4.65 Installation Wizard = x
Selecting a folder for storing data f:
Where would you like to store the syslog database and K‘ A rK l V

metadata database?

IUse Browse to select destination folder for syslog databases and metadata.

lci\arkivData)] Browse...

Attention! Due to the large amount of dats, it is highly recomended to use non-system disk as
a data storage.

Add shortcut to Quick Launch Toalbar

Add shortout to the Desktop

Create an archive for automatic update

3 Arkiv v.1.0.4.65 Installation Wizard = X

Add server to domain (A(Klv

Select one of the following options for adding server to domain.

@ IUse existing configuration

() Create new domain and add server to it

() server will be manually added to already existing domain later

Installing the Arkiv Software Package - 62



Arkiv 5.0 - User Guide

[0 Note

During the upgrade process from Arkiv to Arkiv 5, the installation path will remain the same.

s EArKIV
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ﬁ Arkiv v.1.0.4.65 Installation Wizard — g

Checking selected setup options ( A r K l V

You have selected the following components to be installed on your PC:

Installation path: C:'Program Files\Inaxsys\Arkiv
Data folder: C:V\arkivDatal
Setup option: Server and Client

If these setup options are correct, dick Mext to continue the setup process. Otherwise
dick Back to change the setup options. To quit the Arkiv v, 1.0.4.65 setup didk
Cancel.

Badk MNext Cancel

. After you complete the installation of Arkiv, use the Activation Utility(see page 824) to deactivate the
license.

[0 Attention!

Arkiv licenses are not compatible with Arkiv 5. After upgrade, you need to request a new
license key.

. Request a new license key and activate it.

. Restart the Server.

[0 Attention!
To ensure the correct operation of Arkiv 5 after upgrading from Arkiv, it is necessary to
restart the Server.

[0 Attention!

After you update the Failover configuration, it is necessary to restart all DB Agents, and then restart
all nodes.

[] Note
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After upgrading from Arkiv to Arkiv 5, folder names will remain the same.

o The upgrade from Arkiv to Arkiv 5 is completed.
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5 Licensing of the software product

5.1 Arkivlicensetypes

Activating Arkiv Free Learn Creating an activation request

more Learn more

There are 6 types of Arkiv license: Arkiv Demo, Arkiv Free, Arkiv Start, Arkiv Professional, Arkiv Enterprise and
Arkiv Unified. Upon installation, the software will be launched

in Arkiv Demo mode. You should activate Arkiv VMS to utilize the full feature set of the security software package.
You can activate the software by distributing an activation key on the system. Data on all the types

of Arkiv licenses is presented in the table below.

Functionality ~Type of license

Arkiv Arkiv Arkiv

. Enterprise Unified
Professional

Maximum number of Servers 30 30 Unlimited
in Arkiv-domain(see page 91)

Maximum number of channels Unlimited Unlimited Unlimited
in Arkiv-domain(see page 107)

Free Software Updates Yes Yes Yes
Real time analytics (Object Yes Yes Yes
Tracker)

Support for SD cards (edge Yes Yes Yes
storage, playback only)(see

page 161)
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Macros (event response
wizard)(see page 381)

ArkivNet Reports®

Scene analytics detection
tools(see page 245) (excluding
Line crossing)

Line crossing(see page 255)

Scene synopsis
(Timelapse Compressor)(see
page672)

Cross-System Client(see page 84)

Yes

Yes

Yes

Yes

Yes

(country
restriction

Yes

Yes

Yes

Yes

Yes

Yes

(country
restrictio
n)

Yes

Yes

Yes

Yes

Yes

Yes

(country
restriction)

Yes
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Al Features and Retail License Pack

Advanced archive search:

« Post-Analytics smart

forensic search(see page 705)

» Facesearch(see page 718)°

» LPRsearch(see page 717)

Target&Follow multicamera
object tracking(see page 656)

Retail Analytics:

« Visitors counter(see page
359)

» Queue detection (see page
359)

+ Heat map(see page 814)

Face Mask Detection(see page
279)

Neural Tracker(see page 261)

Smoke and fire detection(see
page 329)

Optional

Optional

Optional

Optional

Optional

Optional

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes
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Neural Counter(see page 323)

Optional

Optional

Optional

Human Behavior Analytics

Arkiv 5.0 - User Guide

Pose detection(see page 346)°
includes:

+ Man down

« Raised arms

« Crouched man

+ Social distancing

Optional

Personal Protective Equipment Detection

Optional

Optional

Personal protective
equipment detection(see page
332)includes:

+ Helmets
o Hi-vizvests
+ Protective Clothing

Optional

Optional

Optional

Add-On Modules

Integration With Access
Control System

Integration With Fire and
Security Alarms System

Integration Perimeter
Intrusion Detection System

Events from external systems

(POS terminals, ACFA)(see page
183)

Custom Al Analytics

Water level detection(see page
367)

Offline analytics. Smart search
in imported video.(see page
507)*****

Multicamera Tracking.
Tracking follows objects
across multiple camera FOVs
based on appearance
similarity.*****

Upto 50

readers

Optional

Optional

Optional

Optional

Optional

Optional

Upto 100

readers

Optional

Optional

Optional

Optional

Optional

Optional

Optional

Optional

Optional

Optional

Optional

Optional
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Similarity Search*****

Datacenter Domain
Unification/Private Cloud

Real-time face recognition®

FaceCube external face

recognition module(see page
295)

Real-time vehicle license plate
recognition (see page 322)*

Person-based privacy masking
configuration(see page 343)

Searching for LPR/ANPR
numbers and faces on video

from multiple cameras(see page
728)

Data replication(see page 210)
Failover(see page 562)
Video walls management®

LDAP authentication
supported(see page 440)

No

No

Optional

Optional

Optional

Yes

Optional

No

No

No

No

Optional

No

Optional

Optional

Optional

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Optional

Optional

Optional

Yes

Yes

Yes

Yes

Yes

Yes
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System features available for all licenses

Hardware
Control panels
Security keyboards
Joysticks

1/0 modules

ArkivNet cloud service®

Unlimited

Yes

Unlimited

Yes

Unlimited

Yes
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Server Yes Yes Yes

ONVIF Profiles G, S, T(see page
107)

H.265 support(see page 11)

Edge analytics (metadata from
IP devices)(see page 370)

Configuration backup and
restore(see page 842)

Mass configuration of
cameras(see page 112)

Multicasting(see page 540)

Hotkeys(see page 551)

Recorded Video / Yes Yes Yes
Investigation

Local and network archives(see
page 202)

Events search(see page 702)

Time sslice search (search by
time intervals)(see page 703)

Simultaneous searchinan
archive of several video
cameras(see page 728)

Video bookmarking

(searchable text comments)
(see page 705)

Arkiv 5.0 - User Guide

Yes Yes Yes

Yes Yes Yes
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Live Monitoring Yes Yes Yes

Basicaudio and video
analytics(see page 221)

Embedded detection tools (see
page 370)(except for Axis on-
board tracker(see page 373)°)

Interactive 3D map(see page 766)

GreenStream adaptive

bandwidth management(see
page 661)

Target&Follow Lite(see page 657)

OnScreen PTZ mode(see page
653)

Support for fisheye cameras

and ImmerVision lenses(see
page 729)

Export of frames and video
recordings to multiple
formats(see page 776)

Information boards(see page
740)

Remote clients Yes Yes Yes
Web-Client interface

i0S app (including Apple TV)

Android app

[0 Note

Arkiv 5.0 - User Guide

Yes Yes Yes

Yes Yes Yes

Information about the type of license you are using is displayed in the Server properties in the Product

type field.

Users in the admin role get an informational message to renew the license 30 days or less before it expires.

[0 Note

1 _ the system will operate in demo mode from 8:00 AM to 6:00 PM.

2_all Scene analytics detection tools are available in Arkiv Free license based on the metadata from the

base VMD, except for Line crossing and Abandoned objects tools.

3 _ to use Post-Analytics, you will need to request an additional free license.
4 _to use License plate recognition (VT), it is necessary to re-activate the updated license of the ANPR (see
Licensing of the software module for License plate recognition (VT)(see page 307)).
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5> — the module has to be purchased separately.
® _ with the license, you can use privacy masks based on data from the corresponding detection tools.

5.1.1 Disclaimer

Inaxsys reserves the right to make changes to the specification and cost of software licenses without notice and
without any obligation to make the same changes to the licenses already sold. Orders are processed in accordance
with the price list valid at the time of placing the order. If a placed order contains incorrect prices or license
specifications, regardless of the cause of such errors. Inaxsys reserves the right to reject or cancel the order, even if
it has already been processed.

5.2 Licensing methods

5.2.1 There are two licensing methods for Arkiv:

1. License file only.

The license file contains data on basic hardware configuration (motherboard, processor, hard disk, video
adapter, RAM, and network card) of all Servers. If you change any 2 of the basic hardware components, your
license will be invalid. For example, this is the case when you change both CPU and motherboard. However,
changing a graphics card or upgrading RAM will not affect the license.
This is why when working with Arkiv you should bear in mind the following:

a. Theactivation request should be sent from the computer that will host the Arkiv Server.

b. You can upgrade your license only if you retain the initial basic hardware configuration of all the

Servers.

c. Itisnot possible to transfer a license from one computer to another.

2. Licensefile + Guardant dongle.
This method allows replacing Server hardware and transferring the license to another computer. To activate
Arkiv via this method, contact Inaxsys to receive a license file and Guardant dongle.
If you already have a Guardant dongle, you can perform activation yourself. To do so, connect the Guardant
dongle to the computer that you wish to activate and perform the standard activation steps.

[0 Attention!

You may use a Guardant Sign key with Linux.

[0 Note

If you install virtualization products such as VirtualBox, VmWare etc., this may affect the license. Should
you encounter this problem, you are advised to uninstall all virtualization products or apply for a new
license file.

5.3 Product activation utility

License activation for the Arkiv software package is carried out through the product activation utility.
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You can launch the product activation utility from the Windows Start menu: Start -> All Programs -> Arkiv ->
Utilities -> Program Activation.

[0 Note

The product activation utility program file LicenseTool.exe is located in the folder <Directory where Arkiv
is installed>\Inaxsys\Arkiv Smart\bin\

Then you must select the name of one of the Arkiv Domain servers to which the license file will be applied (the file
is applied to all Arkiv Domain servers launched at the moment of activation) and connect to the system, under an
administrator's user name and password, to continue the activation process.

Server name or IP address: ji=21) -

Password:

Usemame: [ S

The activation window will be displayed.
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AuCTivat ko iy

F User authentication
. #a¥ Choose Serverto connectand enteradministratar's uszrname and passsord

Conineciang s Serast

After the download is complete the main window of license utility will be displayed.
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g Activation utility

Ciwrant lesrmas Arki Erntsapy B
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i Descivein
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[0 Note

To activate Arkiv, connect to a Server in the Arkiv domain. Otherwise, an error message appears.

5.4 License Activation

To activate Arkiv, please refer to the document titled Activation Guide®®, which presents step-by-step instructions
on activating, updating and upgrading Arkiv.

Itis also recommended that you use the prompts displayed in the product activation utility's dialog boxes.

Licensing of the software product - 75



Arkiv 5.0 - User Guide

6 Launching and Closing the Arkiv Software Package

6.1 Startup

6.1.1 Starting a Server
The Arkiv Server is started automatically when the operating system starts.
If the Server operation was stopped, perform one of the following actions to restart the Server:

1. Restart the system.
2. Select Start server from the Start — All Programs — Arkiv menu or in the Arkiv Tray Tool utility (see Arkiv

Tray Tool(see page 824)).

[0 Note

Run the command with the administrator permissions.

3. Startthe NGP Host Service.

By default, the Arkiv Server start time is set to 120,000 ms. If the Server does not start within the set time, the
second forced attempt will be made to start the Server.

You can use the NGP_SERVICE_START_TIMEOUT_MS system variable (see Appendix 10. Creating system variable(see
page 927)) to increase the Server start time. The value of the variable should be specified in milliseconds.

6.1.2 Starting an Arkiv Client

The Arkiv Client can be started manually using the Start menu, which is intended for launching user programs in
Windows.

[0 Note

To launch the Client from command line, you have to specify the following parameters: login, password

and Server.

For example: C:\Program Files\Inaxsys\Arkiv\bin>Arkiv.exe --login=root --password=root --
server=127.0.0.1

To connect to multiple Servers, specify their addresses separated by commas.

For example: C:\Program Files\Inaxsys\Arkiv\bin>Arkiv.exe --login=root --password=root --
server=10.0.11.30,10.0.11.34

To start working with the software, perform the following steps:

1. Select Start — All Programs — Arkiv — Arkiv.

[0 Note

The Arkiv software package program file Arkiv.exe is located in the folder <Arkiv installation
folder>\Arkiv\bin\.
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[0 Note

To start the Client in Safe mode with OpenGL software emulation, select: Start — Programs —
Arkiv-Arkiv (Safe mode).

The Arkiv Client will then launch and an authorization window will appear.

v.1.0.2.31

Server name or IP address: Ji==18

Username: [ S

Password:

2. Select a Server to connect to, and specify a port number.

[0 Connectingthe Client to the Server behind NAT(see page 921)

[0 Note

If the software is accessed by a remote user, the NetBIOS name or IP address of the computer with
which the connection is established should be indicated in the Server name or IP address field.

[0 Note

The order of the Servers in the list is as follows:
a. Preferred Servers (see Selecting Preferred Servers(see page 544)).
b. The latest Server that was connected to.
c. Other Servers arein alphabetical order.

3. Enter the user name and password and click Connect.
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[0 Note

The first login to the system is done with the user root, which has administrator permissions. Enter
root in the User Name and Password fields. The administrator then needs to configure the system
for multi-user access described in detail in the section titled Configuring user permissions(see page
430).

] Attention!
You need to match software versions between the Server and the Client. The Drivers Pack's version

must be the same as well.
It is strongly recommended to avoid any connections if the product versions do not match.

[1 Connecting LDAP users(see page 85)

4. Ifthe user requires the access confirmation by the system administrator, enter corresponding credentials
and click Connect.

v.1.0.2.48

Server name or |P address: gIiKIEENE 201071 = -

Connecting to domain...

[0 Attention!

When you first start the Client, the archive settings tab opens (see Configuring Archives(see page 200)).
After the archive is created, camera addition starts automatically (see Adding and removing IP devices(see
page 97)). IP Device Discovery Wizard launches.
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If authorization is successful, a video surveillance monitor will be displayed on the screen.

[0 Note

If Arkivis launched in Arkiv Demo mode, then after you enter the authorization parameters, a message
to this effect will appear (see the section Arkiv in Demo mode(see page 80)).

If the Server to which Arkiv is connecting does not belong to any Arkiv-domain, after the Connect button in the
authorization window is clicked, a message is displayed.

B X

Seruer does rot belong bo Ak cdomain.

To connect to the Server, you must either create a new Arkiv-domain based on the Server or add the Server to an
existing Arkiv-domain.

If you choose the first option, click OK in the message and follow the instructions given in the section Creating a
new domain. For the second option, click the button and follow the instructions given in the section Adding a
Server to an existing Arkiv-domain(see page 93). %
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6.1.3 Running multiple Arkiv Clients
You can run multiple Arkiv Clients simultaneously on a single computer in order to connect to different Servers.

In this case, you must start Clients with the additional parameter --monitor=N, where N is the number of the
monitor on which the Client is to be started.

[0 Attention!

The maximum number of running Clients is limited to the number of connected monitors that support the
minimum required resolution (see Limitations of the Arkiv Software Package(see page 13)).
You can run only one Client on a single monitor.

To run multiple Clients:

1. Onyourdesktop, create a number of Client shortcuts equal to the number of connected monitors.
2. Inthe properties of each shortcut, in the Target line, add the additional parameter --monitor=N.

Tamsttpe:  Application
Tamg=t location: bin

Tangat: I

Tamget type Aopication
Target location: bin

Tanget: I

3. Startthe Clients by using the shortcuts.

[0 Note

If a Client is started in window mode (see Configuring the Client screen mode (full screen or window)(see
page 529)) and moved to another monitor, the situation changes: Clients will be started on the specified
monitors even if a Client is already running on one or more of them.

6.1.4 Arkivin demo mode

If activation has not been completed, Arkiv free version works in demo mode.

The system will operate in demo mode from 8:00 AM to 6:00 PM. There are limitations to functionality (see Arkiv
license types(see page 66)).

The different types of demo modes are presented in table.

Type of demo mode Conditions Arkiv operation

Active Arkiv can be started between the hours Using Arkivin demo mode
of 8:00 AM and 6:00 PM

Inactive Arkiv started outside the hours of The Arkiv server is not available, only
8:00 AM and 6:00 PM the system configuration can be
viewed
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If a Client is connected to an Arkiv Domain in which there is at least one Server running in demo mode, an
appropriate message is displayed, along with a list of Servers in the Arkiv Domain and their types of licenses.

[0 Note

The notification is displayed after successful authorization.

If an Arkiv Domain includes at least one Server running in active demo mode, you will be given the option to
continue working (2) or start the activation utility (1).

CArKIV.

attention!
The syskem isverking indemo mede
Operating hours of the systerm in demo made are B a.m. - 5§ p.m. No other limitations, including functianal
omes, are imposed.
Toremove time restrichons, vou should =itheractivats afree AFkiy Free Version licerse or purchase

an Arkiv bosnse,
Saner Liceras
| o — By Soeraa file of tha demo moda
’,, " Launch ackiwation ukility Continge
B N

6.1.5 Automatic Start of the Client

You can use Windows Task Scheduler® to configure the Arkiv client to start automatically at the system start- up.

Itis recommended that you specify a Server start-up delay.

[0 Note

You can also configure automatic authorization for the Client upon start-up (see Configuring Cross-System
Client and autologon(see page 540)).

59 https://technet.microsoft.com/en-us/library/cc721931(v=ws.11).aspx
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6.2 Shutdown

6.2.1 Shuttingdown an Arkiv Client

Before closing Arkiv, you need to exit the user interfaces. To do this, perform one of the following:

1. Clickthe button located in the top-right corner of the Arkiv dialog box.

[1 Note

If the client is opened in full-screen mode (enabled by default), the E‘E is not displayed. In this case
you can exit the user interfaces using actions 2 and 3.

Q) Ex=it

2. Inthe Settings tab, click the button.
3. Inthe Windows taskbar notification area, in the context menu of the Arkiv icon, select Close window.

When you perform one of these actions, the authorization window will appear. To close Arkiv (completely exit the
client), click the Close button.

Server name or IP address: o

Password:

Username: [

6.2.2 Shuttingdown a Server

To shut down the Arkiv Server, perform one of the following actions:
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1. Select Stop server from the Start — All Programs — Arkiv menu or in the Arkiv Tray Tool
utility (see Arkiv Tray Tool(see page 824)).

1 Note
Run the command with the administrator permissions.

2. Stopthe NGP Host Service.

By default, the Arkiv Server shutdown time is set to 60,000 ms. If the Server does not shut down within the set time,
the second forced attempt will be made to shut down the Server.

You can use the NGP_SERVICE_STOP_TIMEOUT_MS system variable (see Appendix 10. Creating system variable(see
page 927)) to increase the Server shutdown time. The value of the variable should be specified in milliseconds.

6.3 Automatic Server restart
If you change the following network settings in the operating system, the Arkiv Server is automatically rebooted:

« IP address;
+ creating a new network connection.

[ Attention!
While the Server restarts, the connection to cameras is temporarily lost and recording stops.

6.4 Switching Users Quickly

You can switch Arkiv users quickly without fully exiting the client. To
do this, follow the steps below:

1. ExittheArkiv userinterface (see the section Shutdown(see page 82)).
2. When the authorization window appears, enter the user name under which you need to log in and the
corresponding password and click Connect.
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v.1.0.2.46

Server name or IP address: =38 ~ B20111 :

Switching users is now complete.

6.5 Cross-System Client

Cross-System Client empowers users to connect to multiple servers on various domains and in different systems
from a single client workstation. All settings and cameras associated with these servers are consolidated in a single
convenient view. That way you can access multiple independent surveillance systems simultaneously, even if the
customer cannot or does not want to combine these systems.

This may happen for various reasons, such as:

1. your facilities are geographically dispersed, or
2. youwant to mass configure multiple cameras from different systems.

Atypical scenario may involve police plugging Cross-System Client in security systems at different retail chains/
stores.

Cross-System Client automatically connects to specified Arkiv domains when you start it (see Configuring Cross-
System Client and autologon(see page 540)). The client first connects to the primary Arkiv domain; connection to the
other Arkiv domains is established in the background after the client starts.
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v.1.0.2.48

= = g oy =N L e Te la (= < AFECITY 20111 TEST 20111

Password:

Connecting to SAFECITY...

Note

You can also configure the Client connections to Arkiv domains in the sign-up in the authorization dialog
box. To do this, enter comma-separated values for Servers as follows: <Server 1 Name or IP
address>:<Connection port>, <Server 2 Name or IP address>:<Connection port>. Server 1 is the primary

connection.

Connecting LDAP users

LDAP users are connected to the system in two steps:

1. The user logs in on the LDAP server.
2. Theuserthen authenticates on the Arkiv server.

O

Attention!

Each Client to which LDAP users are connecting must have access to the LDAP catalog.

Note

When an LDAP user connects, the user's login and password in the LDAP as configured in the Server
settings are used (see Creating LDAP connections(see page 444)). The login and password in the LDAP
directory are not used when connecting to the Server.
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6.7 Connectingto Another Server Quickly

You can connect to another Server without fully exiting the Client.
To do this, follow the steps below:

1. ExittheArkiv userinterface (see the section Shutdown(see page 82)).
2. When the authorization window appears, select the Server to which you need to connect the Client from the

Computer list.
3. Enterthe user name under which you need to log in and the corresponding password and click Connect.

Connection to another Server is now complete.
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7 Configuration of the Arkiv Software Package

7.1 General information on system configuration

7.1.1 System configuration: stages

Most system configuration is performed via the Settings expanding menu, which contains six tabs for configuring
certain parts of the system.

archive Detection Tools Prograrnming Users Cptions Systerm log

The main stages of system configuration are:

Configuring an Arkiv domain.

Connecting and configuring hardware.
Configuring archives.

Configuring layouts and the interactive map.
Configuring users and roles.

o=

[0 Attention!

Please avoid changing system settings from different Clients simultaneously.

7.1.2 Applying and resetting settings
For a change in the system settings to take effect, you must click the Apply button.

After you click the button, a progress bar indicates that the settings are being applied. You can resume working with
the system after the process completes.

—— Apply Cancel

If you want to discard changes and have not clicked the Apply button, click Cancel.

If an attempt is made to close the Client but not all changes have been saved yet, a dialog box asks whether to
confirm closing or to cancel closing and save changes.

System configuration changes were not saved.
Wiould you ke to eat the applicabon?

Tes | | Mo
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When setting up hardware, you can reset parameters to default values, or read configuration from the device at any
time.

To reset parameters to default values, do the following:

1. Selectthe required device in the objects tree.

2. Click , then Reset parameters to default values.

Update device configuration

Reset pararneters to default values

Reset -

If a device's configuration differs from settings specified within the system, you can download the configuration
from the device. To do it, follow the steps below:

1. Selectthe required device in the objects tree.

2. Click |—| , then Update device configuration.

7.1.3 Display of parametersininterface
Most system parameters and hardware parameters are displayed in the Arkiv interface.

The description of a parameter is usually displayed in a special area when the relevant parameter is selected.

Sharpness 2
Synchronize Day/Night with Sensor [feigey gl (=]
Yisibility Enhancement Medium level
WDR Level Medium level
White Balance ATW
Wide Dynamic Range Yes

4 Panomorph
Activate Mo
Camera position Wall
Lens type ADF*EY
Wiew type FTZ

4 Alternative view
Alternative camera Mot =elected

Synchronize Day/Night with Sensor Input
Select sensor on closing which Day/Night mode will switch.

If the description of a parameter is truncated, you can stretch this area above the upper border.
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7.1.4 System objects

ArkivVMS has the following types of system objects:

1.
2.

3.

© o N

Arkiv domain objects (see Configuring Arkiv domains(see page 91)).

Hardware objects: Server, IP Server, Camera, Microphone, PTZ, Input, Output, Embedded Storage (see
Configuring System Objects for Devices(see page 104)).

Event Source objects are used to integrate Arkiv with external systems (see Receiving Events from
External Systems(see page 183)).

SMS and E-mail objects used in macros and automatic rules for SMS and e-mail notifications (see The SMS
notifier object(see page 414), The E-mail notifier object(see page 411)).

Export Agent objects used in macros and automatic rules for exporting video recordings and snapshots (see
Configuring export(see page 545)).

Archive objects (see Configuring Archives(see page 200)).

Detection tool objects (see Configuring detection tools(see page 221)).

Role and user objects (see Configuring user permissions(see page 430)).

Macro objects (see Configuring Macros(see page 381)).

Some objects are created automatically, while others are created manually or are pre-created in the system.

7.1.5 Objectsearch

Arkiv allows you to search for objects in the objects tree using only part of their name or the IP address. An object
search can be performed on all tabs under Devices.

To search for objects, complete the following steps:

1.

2.

Select the tab containing the object tree that you need to search.

: 1.0.Microphone
: @ 1.0.Embedded storage
I! Z.Camera

I! 3.Camera
I! 4,.Camera

-8 5.Camers
I! G.Carmera
~ B Add device...

----- L Unallocated servers

Enter the IP address, the full or partial name of the object in the Search field.
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[0 Note

+ Searchis not case-sensitive.
+ Search can also be run based on object ID.

The search starts automatically once you enter something in the box. When the search is complete, you will see the
number of objects found in the tree.

ICal [|~]~] 1ef7
:_E-I! Default
J = ﬁ Safeiity
-I-

_1.0.Micraphane
------ @ 1.0 Embedded storage
(- 2.Camera
(- 3.Camera
(- 4.Camera
(-8 5.Camera
._:, A 5.Camera
------ H\ Add device.,
----- ! Unallocated servers

The parts of names corresponding to the characters you entered will be highlighted in yellow on the found objects.

[0 Note

+ Ifyou search by an IP address, the found object will be fully highlighted.
+ Ifafound object is located in a collapsed branch of objects, the branch will be highlighted with a
yellow line.

[Mic [|~]~] oofs
=l '! Default
,_'__;Ea Safeity
[ .:! 1.Camera
'i’.i 2.2amera
.:-:.:i F.Camera
o % 3.0 Microphone
Eo @ 3.0.Embedded starage
'tl .:i 4.Camera
|¢; I:i JLarmera
|¢; I:i B.Carmera
...... G\ Add device.,
----- Unallocated servers

You can use the buttons or press ENTER to navigate through the search results.

The search results rotate in a loop; moving from the last object takes you back to the first object.

[1 Note
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If you move to an object located in a collapsed branch, the branch will automatically expand.

7.2 Hardware configuration

7.2.1 Configuring Arkivdomains

Adistributed system based on the Arkiv software package is created within an Arkiv Domain, i.e., a selected group
of Arkiv Servers.

When configuring Arkiv Domains, the following operations are used in the necessary combinations:

1. Creating a new domain.
2. Adding a Server to an existing Arkiv Domain.
3. Excludinga Server from the current Arkiv Domain.

] Attention!
You cannot combine regular and Failover Servers within the same Arkiv domain (see Configuring Failover
VMS(see page 562)).
To configure Arkiv Domains, you must have the appropriate permissions (see the section Configuring user
permissions(see page 430)).

This section gives step-by-step instructions for each operation used in configuring Arkiv Domains, and then
describes typical instances of their use.

Arkiv-domain object
The Arkiv-domain system object is at the base of the system.

The Arkiv-domain object is the parent of the Server objects, which correspond to the servers that are in the
Arkiv-domain.

When you select the Arkiv domain object in the Total devices created group (1), the software displays
information about the Arkiv domain and the current license: Servers and their number, IP devices and various used
functions.

Also displayed are license serial number (5) and license expiration date (6).

[0 Note

The number of created devices means the total number of enabled IP video channels.
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ot domainname (el 4] Ucenseserelrumber | 72765 Leerseexprationdete: Wednesday, e 12622 6

Computer/key HID mismatch 2

| Total devices created: 4. Allowed in key file: 300. 1
lePacomeorer Mismatches not found
B0 Devices: 4 from 300
= : O from 300
-[Z Offline analytics: 0 from 100
: 0 from 300
ﬁ Real-time LP recognition: 0 from 600
@ Face search: 0 from 300
Real-time face recognition: 0 from 50100
Fire detection: 0 from 300
Smoke detection: 0 from 300
Ewvent sources: 0 from 500

License feature owners: 3

; 3.Room
o=l 4.5treet

In the Computer/key HID mismatch (2) group, the license information/error is displayed.

If you select a licensing option in the relevant group (1), the License feature owners (3) group will include the
objects currently using this license.

You can also rename the Arkiv-domain. To do so, enter the new name in the corresponding field (4) and click the
Apply button.

Arkiv Domain operations

Creating a new domain
A new Arkiv Domain can be created in one of two ways:

1. Duringinstallation of the Arkiv software package with the Server and Client configuration type (see step 8 of
the instructions in the section Installation(see page 36)).
2. When attempting to connect to a Server which does not belong to a domain.

In the second case a message will appear, in which you should click OK (see also the section Startup(see page 76)).
EE x|

Server does rot belong bo Arkiv -Comain.

The Enter new domain name window will appear. In the New domain name field, enter the Arkiv Domain name
to create a new group of computers based on the Server and click Apply.

Configuration of the Arkiv Software Package - 92



Arkiv 5.0 - User Guide

Enter new domain name n

The selected server SAFECITY does not belong to any domain.

Mew domain name ||

Apply Cancel

[0 Attention!

It is not possible to use the above steps to add a Server to an existing Arkiv Domain. Assigning the same
Arkiv Domain name to several Servers does not guarantee that those Servers will be in the same Arkiv
Domain. Different Arkiv Domains can have identical names.

This will create a new Arkiv Domain based on the Server. The Arkiv software package will then be launched with the
entered authorization parameters (see the section Startup(see page 76)).

Adding a Server to an existing Arkiv-domain

A Server can be added to the existing Arkiv-domain from any Server within that Arkiv-domain.

[0 Attention!

+ Before configuring a distributed system, be sure to consolidate your Servers into the Arkiv-
domain.

+ When consolidating the Servers into the Arkiv-domain, each Server should have a unique IP
address.

+ Only unallocated Servers can be added to the Arkiv-domain. Unallocated Servers are the Servers
that don't belong to any Arkiv-domain.

There are two ways to add a Server to the Arkiv-domain, depending on whether or not it is present in the search
results (in the Unallocated servers group).

If a Server is present in the search results, select it and click the Add to domain button.

| | | - | v | dof 0| Servername
:m Safecity SafeDistrict

| Safecitg.r :
= Unallocated servers Add to domain
L SafeDistrict

The Server will then be added to the Arkiv-domain from the Unallocated servers group.
Since the search for the unallocated Servers is conducted using the broadcast packets, the results may not include
Servers located in a different subnetwork (for example, beyond a router that blocks broadcast packets).
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In this case, you can add a Server to the Arkiv-domain manually. This option can be used with all unallocated
Servers, including those present in the Unallocated servers group.

[0 Consolidating the Servers from different networks into Arkiv domain(see page 918)
Network settings utility(see page 865)

To add a Server to the Arkiv-domain manually, do the following:

1. Select the Unallocated servers group (1).

| Search || - | w |U of 0| IP address 2 3
- B8 safecity 110.20.20.127 [ 20111 &
; Add to domain 4

2. Enterthe Server IP address (2).
3. Enterthe Server port (3).

4. Clickthe Add to domain button (4).

The Server will then be manually added to the Arkiv-domain.
After a Server is added to the Arkiv-domain using any of the methods described, it will be displayed in the objects

tree.

-8 safecity
e @ SafeCity
[- 7 Safelistrict
il Unallocated servers

If a Server is not available when it is added to the Arkiv-domain, it will be displayed in the objects tree with the B8

icon.
The Server will be added to the Arkiv-domain when it becomes available. To undo adding a Server to the Arkiv-

domain, select the Server and click the Eobe b o Ot SO button.

Removing a Server from an domain
Any Server on a domain can be used to remove a Server from a domain.

[0 Attention!
By excluding a Server, you also delete the macros, layouts, maps, object groups, roles, and users that have

been created on the Server.

To remove a Server from an domain, you must perform the following steps:

1. Selectthe Serverinthe list and click the Exclude from domain button.
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|“ | | i | e | 0of0 Create export agent
::::itg.-' | Exclude from domain |
:: ;:E:E:: Create voice notifier
;j i::lcuélacr;;i:ze... Create SMS notifier
9.-%.:1?:2?;:3 Create Email notifier
LR A device

2. Inthe window which appears, confirm that you want to remove the Server from the domain by clicking the
Yes button.

warimg 2

[ you realy wank b remcye the Sarver from the ourend
B Arkie domen?

| Yao | Hz I

The Server will then be removed from the domain. If the current Client was connected to the excluded Server, the
user interfaces will be unloaded and the user will be prompted to repeat the authorization procedure for Arkiv (see

the section Startup(see page 76)).
1 Note

You can also exclude a Server from an domain using the activation utility.

Cases of Arkiv Domain configuration

All possible cases of Arkiv Domain configuration are, to some degree, a combination of two typical cases.

In the first typical case, the Servers for the future Arkiv Domain are selected before Arkiv installation. This
case involves the following steps:

1. Selecting a Server on the basis of which the new Arkiv Domain will be created. Installing the Arkiv
software package with the Server and Client configuration type, indicating the name of the new Arkiv
Domain (see also step 8 of the instructions in the section Installation(see page 36)).

[0 Note

Any Server in the future Arkiv Domain can be selected as the primary Server.
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2. Installing the Arkiv software package with the Server and Client configuration type on the other
servers of the future Arkiv Domain, without adding them to the Arkiv Domain (see also step 8 of the
instructions in the section Installation(see page 36)).
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(& Ak w00 3344 [nestaliathon Wizard i (el |

s s i donse CArKIV.

Selent o o the followwan cotion for mdding Sruer do Aride-domain

™ Crests ne Lrkddnmein andadd Beraertn F

= St will be reans sl ookl el T aira sl Taka Eng Arkh/-onm in
|ater

Back e concel |

3. Connectingto the primary server.
4. Adding the remaining Servers to the Arkiv Domain from the primary Server according to the instructions in

the section Adding a Server to an existing Arkiv-domain(see page 93).

In the second typical case it is necessary to add servers which are part of another Arkiv Domain to a new Arkiv
Domain. This case involves the following steps:

1. Excluding all the Servers which are to be added to the new Arkiv Domain from their current Arkiv Domains,
according to the instructions in the section Removing a Server from an domain(see page 94).

2. Naming the new Arkiv Domain according to the instructions in the section Creating a new domain(see page
92), when attempting to connect to one of the Servers excluded in step 1.

3. Adding the remaining Servers to the Arkiv Domain from the primary Server according to the instructions in
the section Adding a Server to an existing Arkiv-domain(see page 93).

7.2.2 Adding and removing IP devices

You can add video cameras and IP Servers to the system by using the IP Device Discovery Wizard.

To open the IP Device Discovery Wizard, click the Add device ... link at the end of the Server device list.
|:':'.?':-"- ||A|v| 0ofd
=-{88 Default

_ﬁ SafeCity
.+I-i 1.Camera

.+|I-i Z.Zamera

¢+ 5.Carners
fi Ena Dcaaeg SEFVERS

When the Wizard is opened for the first time after the Client is started, automatic search for new devices will begin.
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During subsequent sessions, to launch the Wizard you must click the corresponding button. A progress bar

indicates search progress.
Add device...

stop - S

To stop devices search at any time, click the Stop button.

[J Note

Since multicast packets are used for device search, the search results may not contain the Servers and
devices from other subnets.

The search results are color-coded based on the status of the device.

Color of video cameraicon Description
lasd @ Fully supported device
" Manual configuration required
[ Arkiv compatibility not guaranteed
IP address Pot | Vendor [ Username Bind to the archive D latitude  Longitude
172.19.9.110 80 UNIVIEW] v || [feto Archive Aqua v || [Auto | o | o
MAC address Model Password Recording Mame Azimuth
48ea632d82e6 IPC324ER3-DVPF28 D s mokian e | [ [Auto | o |
IP address Pot | Vendor Username Bind to the archive ID T FER
168,254 9 750 20 ONVIF generic v| Auto Archive AliceBlue || [Aufo iE | o
MAC address Model Password Recording MName | Azimuth
not defined generic D Bretind v |.-'r_-:'c- | |ﬂ |
IP address Port Wendor Username : Bind to the archive D Latitude Longitude
4747115118 29487 |Mﬂﬂ v| Auto Aehive i w| Ao | o | o
MAC address Model Password Recording Name Azimuth
55:54:46:20:38:22 MDC_|423Q w | |nn | R w | [|Aita | |l} |
[0 Note

If you click the IP address, you will jump to the device web interface.

Search results can be filtered in two ways:

1. Bystatus. To hide devices with a certain status, deselect the relevant checkbox.
BB E [ ] Unsupported devices

[ HI [#] Mmanually supported devices

===y Fully supported devices

2. By manufacturer, model or IP address. To do this, use the Filter field. For example, this filters
the Sony devices.
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Devices found (2):
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IP address Port | Vendor

17219952 80 v|
MAC address Model
d2-d4-3c-05-5f-95 [snc-veso R
IP address Port Vendor

172.19.90.250 80 o v |
MAC address Madel
d8-dd-3c-05-af-97 I |

In addition, you can filter cameras from a subnet.

Devices found (76]: Hlter:|1?2-19| |
IP address Port Wendor -
172.19.10.205 80 (iZett v|
MAC address Model
D0:0F:0D:25:12.74 |HR-FD2030C ~|
IP address Port | Vendor
172.19.10.232 80 |ONVIF generic v|
MAC address Model
not defined geEnenc
IP address Port Vendor
1721912177 20 ONVIF generic W
MAC address Model
not defined geEneric

[1 Note

1. Manufacturer and model.

When adding a device, you can immediately set several configuration options, such as:
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You can search by manufacturer and model of the device.

Vendor

| Hikvision o |
Model

deg| w |
DS-2CD2110F-5 A

DS-2C02110FWS
D5-2CD2112F-15
DS-2CD2112F-ISW
DS-2CO2120F-5
DS-2CD2120F-IWS
DS2C0212GHS
DS-2CD2122F-15 b

2. Loginand password.
3. ID and object name.

[0 Note

An object identifier must contain: numbers, English characters and the "_" sign.
In the Object Tree, added devices will be sorted by ID.

>

In the Object Tree, added devices will be sorted by ID.

5. Selectan archive and set the recording parameters (see Configuring recording to an archive(see page 207)):

a. No-camerais linked to the archive, no recording.

b. Always - continuous recording.

c. On motion (default setting) - a VMD tool and an automatic rule for writing to the specified archive
are automatically created for the camera you are adding. By default, recording stops when an event
detection is finished.

d. On motion/Embedded detection - an embedded VMD tool and an automatic rule for writing to the
specified archive are automatically created for the camera you are adding. By default, recording
stops when an event detection is finished.

[0 Note

This optionis available only for devices that have on-board VMD.

] Note
When creating a new device, the pre-alarm time interval for video footage recording is
automatically set to 3 seconds (see Configuring recording to an archive(see page 207)).
e. Camera coordinates (latitude, longitude, azimuth) which are used when the camera is added to the

geo map (see Adding video cameras(see page 491)).

In addition, three modes are available for adding a device to a configuration. These are described in the following
table.

Parameters of adding devices

() Start with default settings
@ Keep current settings
() Start with parameters Add all
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Device addition mode Description

1 Add device with default settings The IP device is added to the configuration with the
default settings (the default settings are determined
by Arkiv itself). Adding a device in this mode will
change the current settings of the device.

2 Add device with current settings The IP device is added to the configuration with the
current settings, as specified in the web interface.

3 Add device with template settings The IP device is added to the configuration with the
settings that have been previously specified for a device
of the same model in the configuration. Select a device
of the same model (the "template device") in the list.
Only devices of the same model are shown in the list of
search results for choosing the template device.

The following settings will be copied from the template
device to the new, similar device: firmware, video
stream settings, buffering settings, Other settings

(see The Video Camera Object(see page 107)),

and Other settings

for Microphone and Speaker objects, if these are
configured for the template device.

This mode is best when multiple cameras of the same
model are in use at a site. If this is the case, we advise to:

+ Add and configure one device.
+ Add the remaining devices, copying settings from
the "template device" as described previously.

To add an IP device to a configuration:

1. Setdevice settings, if necessary.
2. Selectamode for adding the device to the configuration.
3. Thedevice is then added to the configuration.

During a single configuration change, you can add a single device or all devices listed in the search results (other

than devices for which compatibility is not guaranteed). To add one device, click the button. To add all
devices, click the Add all button.
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If you set no individual access parameters while adding hardware, a dialog window appears for setting unified

access parameters.

Change credentials

Enter credentials for all cameras:

sername: || |

Password: | |

Apply Cancel

[] Note

To remove a device from the search results, click the = button.

[l Note
Remember that if you add all IP devices at the asme time, the same mode and settings will be applied to

all of them.
If an IP device is not shown in the search results (because it is located on another subnet or contact has been

temporarily lost), you can add it manually. To do so, in the neutral-colored area above the search results, select the
type of IP device that you are adding (with or without edge storage), specify an IP address and port, and select the

manufacturer and model.

IF Pori l Wendor

0.0.0.0 0 ||z -

Davica Typa I odel Firmware
=| VE1218

[deoDevice roCategory v | | [HR-FDZIC

Then add the device to the configuration by following the steps described previously.

To remove IP devices, select them in the device list (by left-clicking one or more devices, holding down the CTRL key
to select multiple devices) and click the Delete button.

If you click the IP address, you will jump to the device Web interface.

Bulk creation of IP devices

You can add IP devices in bulk by importing their parameters from a CSV file.
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[0 Attention!
You have to disable the UAC first.

Do the following:

1. Create a CSV file with devices listed as follows:

IP address, Port, Vendor, Model, Login, Password, Identifier, Object name, Latitude, Longitude,

Azimuth, Archive name, Recording mode

[0 Attention!

For each added camera, three parameters are required: IP address, Vendor and Model.
If a required parameter is not specified, it will be automatically set to its default value.
You should include commas even if no additional parameters are set.

[0 Note

To separate the integer and fractional parts in coordinates, use a point.

For example:

10.0.12.245

, 80, Bosch, Dinion IP starlight 8000 MP, service, Adminl2345!,

1441, Camera 1, 0, 0, O,
Archive AliceBlue, Always

2.246 ,, Bosch, Dinion IP starlight 8000 MP,,,,,,,s/

10.0.12.247 , 80, Bosch, Dinion IP starlight 8000 MP,,,, Camera 3,,, Archive AliceBlue, On motion

[0 Attention!

The vendor and model of the device must be specified exactly as in the list of supported devices.

[0 Note

For correct display of the object name in Arkiv VMS, the CSV file must be UTF-8 or UTF-32
encoded.

2. Drag&drop the created file to the field in IP Device Discovery Wizard in Arkiv.

|P address Port Wendor Lisername Bind to the archive o} Latitude Longitude
’DDDD—| Im V| Auto Archive Agua o ‘W!'—'f' | ‘D | ‘D ‘
Device type Model Password Recording Name Azimuth

P device | | Predator Pred-XX-F [eees ] |Onmotion || [Acta |0 |

The devices will be added to the configuration.
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7.2.3 Configuring System Objects for Devices

The Server Object
The Server object corresponds to a computer:

» onwhich Arkivis installed in the Server and Client configuration;
+ ison the Arkiv-domain.

The name of the Server object is the same as the computer's network name.

The Server object is the parent of the Camera and IP Server objects, which correspond to the hardware connected
to the Server.

Click the Server object to view the following information:

1. Buttons for creating a system speaker or SMS and email notifications, button for excluding the Server from
the Arkiv-domain, and button for launching the Configuration management utility (1).

. Web-serverproperties
Create export agent Server: SafeCity prop 3
Serverversion: 1.0.0.611 s Certificats file A
CORS Mo
Exclude from domain T ——— 2
Enable Yes
Create voice notifier 4| Driverpack: 3.72.68 Port a0
: Private key file
Create 5M3 notifier Server status: Active server RTSP nort Eo v
Certificate file
Create Email notifier License status: Fath to 35L certificate file.
Devices connected: 9 Find cameras on the network . . List
4 e e Delete  Face lists % cattings
Mame 1P address Vendor Model Geolocation Azimuth | . T
0000 Vit Virtua 0

2. Information on the installed version of Arkiv and active license (2).
3. Web Server configuration options (3, see Configuring the Web-Server(see page 105)).
4. List of cameras connected to the Servers, including main settings (4).

[0 Note

The number of connected devices means the total number of available IP video channels, including
disabled.

The list of cameras is shown as a table with the following columns: Name, IP address, Vendor, Model, Geolocation,
Azimuth, Quality, Frame rate and Resolution.

The table can be sorted by any of the columns.

[0 Note

If no cameras have been created on a Server, you are prompted to search for IP devices on the network
(the IP Device Discovery Wizard is launched, see Adding and removing IP devices(see page 97)).

If a camera supports multistreaming, the information in the Quality, Frame rate and Resolution columns will be
displayed as follows > value for the lowest-quality stream/value for the highest-quality stream.
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Devices connected: 5 Find cameras on the network
Mame T Wendaor Model Geolocat Azimuth Quality FrEimE Re=zolution

_ address_ _ _ _ rate
1.Camera  0.0.0.0 Virtual 0 25 1920x1080
2.Camera .EI.EI.U.EI . Virtual . ] 25 7BBX5T6
3.Camera |0.0.0.0 | Virtual 0 25 1920x1080
4.Camera |0.0.0.0 Virtual 0 25 3840%2160

Configuring the Web-Server

The Web-Server allows accessing Arkiv remotely over the Internet (see, Working with Arkiv Through the Web-
Client(see page 792)).

[0 Attention

On the local computer with the Web-Server running, ports from the range [9001; 9001 + number of logical
cores of the processor] must be open.

[0 Attention

The Web-Server records incoming non-H.264 videos into MJPEG format, therefore the incoming traffic may
increase dramatically.

To configure the Web-Server in the Arkiv software package:

1. Select a Server object.

Web-serverproperties

%Certificate file A
CORS Mo

1 Enable Yes

2 Port 80

B Private key file

6 s5L port 0

3 URL path / v
Certificate file

Path to SSL certificate file.

If you want to disable the Web-Server, set the value of Enable to No (1).

In the Port field, enter the port number on which the Web-Server will be located (2).
In the URL path field, enter the prefix that is added to the server address (3).

To connect to a Web-Server via the HTTPS protocol, do the following:

a. Specify a path to the certificate (4).

arwbN
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[0 Attention!

Arkiv supports SSL certificates in PEM format with TLS encryptionv 1.2 and 1.3 and AES
GCM, AES CCM and AES CBC algorithms.
The public key must be in CRT format, the private key must be in KEY format.

b. Specify a path to the private key (5).
c. Enteraport number to connect to the HTTPS Server (6);
6. If youwant to enable CORS (Cross Origin Resource Sharing) in the Web-Server, select the corresponding
parameter (7).
The Arkiv VMS supports the following:
a. CORSHTTP-headers for GET and POST requests.
b. Preflight requests.

7. Click the Apply button.

The Web-Server is now configured and available over the Internet at the following address: http://<IP address of
Arkiv Server>:<Port>/<Prefix>. For example, if the Servers IP address is 10.0.11.1, the port is 8000, and the
prefix is [asip-api, then the Web-Server can be accessed at the following address: http://10.0.11.1:8000/asip-api.

Configuring an RTSP Server
Arkiv supports RTSP streaming from cameras.
To configure an RTSP-Server:

1. Select a Server object.
2. Inthe RTSP port field, specify the port number that will be used for RTSP data transfer (1).

Web-server properties

Port 80

1IrRTSP port 554

DNRTSP/HTTE port §554
URL path f

3. Inthe RTSP/HTTP port field, specify the port number for transfer of RTSP data via HTTP tunnel (2).
4. Clickthe Apply button.

Configuration of the RTSP Server is now complete.
Toreceive videos from an RTSP Server, use the following link format:

« Live: rtsp://login:password@IP-Address:554/hosts/HOSTNAME/Devicelpint.N/SourceEndpoint.video:0:0 -
high quality stream;
rtsp://login:password@IP-Address:554/hosts/HOSTNAME/Devicelpint.N/SourceEndpoint.video:0:1 -
low quality stream.
+ Archive rtsp://login:password@I|P-Address:554/archive/hosts/HOSTNAME/Devicelpint.N/
SourceEndpoint.video:0:0/20160907T050548.7230007?speed=1.

where:

+ login:password - user login and password in the Arkiv VMS.
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[0 Attention!

For correct operation of the RTSP Server, a user name has to match the following rules:
« start with a letter;
« contain only Latin, numerical and following extra characters: "/", "-","_",".", ":", "+",

+ hosts - permanent section of a link.

+ HOSTNAME - server name.

« N-camera D in the Arkiv VMS.

« SourceEndpoint.video:0:0 - permanent section of a link.

+ speed —a parameter required for receiving video streams from an Archive.

TheVideo Camera Object

Creation and configuration of the Video camera object is done in the Hardware tab. The object tree of a video
camera is generated automatically according to its functions which are integrated into the Arkiv software
package (the presence of alarm inputs, relay outputs, PTZ unit, etc.).

] Note
You can configure recording options for a camera in the corresponding tab (see Configuring Archives(see
page 200)).
When you have added a camera via the IP Device Discovery Wizard (see Adding and removing IP devices(see page 97)),

you can edit the camera's parameters. The camera parameters are grouped as follows.

In the Object identification group, you can see the camera ID, and, if nesessary, you can enter a camera name/
short name and text comments.

* Object identification
Enable Yes
Mame Camera
Comment
1D 2
Short name 2

[0 Note

You may use camera's short name in hotkeys (see Notes regarding hot key actions(see page 553)).

[0 Note

By default, the short name is a camera's ID. The full name of the video camera in the object tree is
displayed in the <Short name>. <Name> format.

After changing the short name and restarting the Client, the cameras in the object tree will be sorted by
their short names.

Also, you can disable the camera by selecting No in the Enable field.

[0 Attention!
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In terms of licensing, every camera enabled is one channel. Disabled cameras are not subject to licensing

(see Licensing of the software product(see page 66)). If you run out of camera licenses, disable offline/unused
cameras.

In the Object features group you can see the following camera properties:

1. ThelP address (assigned automatically and can be changed if necessary).

[0 Note

The port used to transmit data between the camera and the Arkiv VMS (this value is set to 80 by
default but can be changed if necessary).

At first the port number is set through the camera's Web interface.

Camera positioning coordinates (latitude, longitude, azimuth).

The MAC address.

Manufacturer, model, firmware.

The number of the video channel (for an IP Server).

7. Device serial number (for Axis devices only, see Axis IP Devices(see page 166)).

~ Object features
Address 0.0.0.0
Port 280
MAC address
Manufacturer
Model Virtual
Driver version 3.0.0
1 Break unused connections Mo
Current firmware
Device serial number
2 Low GOP No
Yideo channel Mo. 0

ok~

You can also customize a number of options shared by all video cameras in this group:

1. Ifyouwanttointerrupt video streaming from the camera to the Server whenever it is not needed, select Yes
for Break unused connections (1).

Conditionalinterruption of video transmission from a camera to the Server, if:
a. thevideo stream is not displayed on either Client or web client layout;
b. thestreamis currently not being recorded into Video Footage;
c. thestream s currently not being processed by any detection tool.

2. After starting the Client, the default setting is to display video only after the first I-frame (key frame) is
received. If the stream comes with a relatively long GOP length (Group of Pictures) or GOV length (Group of
Video Object Planes), e. the number of P- and B-frames between I-frames in the stream, the video may be
not available for a minute. In this case, select Yes for the Low GOP keyframe rate setting (2). This will reduce
the waiting time for video by pushing the preceding I-frame that can be stored in the memory buffer on the
Server. In some cases, the I-frame will not be buffered, but in most cases this means that it will soon be
received from the device.

In the Authentication group, you can set the username and password to connect to the camera.

~ Authentication
Default ~ No
Username ~ User
Password ERTTITIY
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If the username and/or password for connecting to the camera are different from the factory settings, select No in
the Default field and enter the current credentials.

[0 Attention!

If the camera supports the Digest HTTP-authorization, add the symbol " : " to the last character of the
password.

To enable video buffering on Clients, set the buffer length in milliseconds in the Video buffering group.

 Video buffering
Buffer size 0

This value should be between 50 and 1000 milliseconds. If the value 0 is selected, video buffering is disabled.

In the Camera settings group you can see video image parameters (contrast, brightness, color saturation, etc.).
When configuring these, you can look up short parameters' descriptions in Arkiv GUI. For more detailed
information, please refer to the camera manual.

Video stream settings
Brightness 50
Color Saturation 50
Contrast 50
Day/Might Autoswitch Time 50
Exposure Maode Auto
Flicker-free 50
Imaage Flip None
IR Cut Filter Sensitivity Medium level
IR Cut Filter Auto
Sharpness 50
Shutter Speed 1/50
WDR Level 0
White Balance AWB1
Wide Dynamic Range MNone
] Note

If you set up a camera via its web page, you cannot edit the parameters in the VMS (see Adding and
removing IP devices(see page 97)). To configure the camera in the VMS, select the Send settings to
device checkbox.

You can configure fisheye cameras in the Panomorph group.

% Panomorph
Activate Mo
Camera position Wall
Lens type Comman fisheye-lens
View type FTZ
Fit to frame MNo

Select a standby / substitute camera from the current Arkiv domain in the Alternative view list. The sub camera
shows in the layout when the main camera is offline.
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+ Alternative view
Alternative camera 1 ~* 1.Camera
Alternative camera 2 .* 3.Camera

Then you can configure them to show the nearest cameras to the alerted one (see Configuring Alarmed cameras
layout(see page 479)).

You can configure video streams under the viewing tile. If a camera supports multistreaming, you can configure two
video streams separately: high quality and low quality. When creating an IP device with a high quality video stream,
a stream with a higher resolution is selected.

To configure video streams, you should make sure that the Send settings to device checkbox is selected.

High-quality video stream 0. H.264/MPEG4
Audio Yes
Bitrate 8192
Compression Mode Variable bitrate
Frames per second (fps) 12
keyframes Interval 25
Quality Medium level
Resolution 1280 x 720
Transport Protocol TCP
Wideo Codec H.Z64

Low-quality video stream + 1. H.264/MIPEG/MPEG4
Audio Yes
Bitrate 4096
Compression Mode Variable bitrate
Frames per second (fps) 12
keyframes Interval 25
Quality Medium level
Resolution 352 x 288
Transport Protocol TCP
Wideo Codec H.Z64

] Note

In most cases, the following parameters are set for video streams: bit rate, compression rate, frame rate,
and resolution. Detailed information on configurable parameters can be found in the official reference
documentation for the video camera.

If a camera does not support multistreaming, the parameters of the video streams are identical. In this case only the

parameters of the high-quality video stream are editable (the parameters of the low-quality video stream are
adjusted automatically).

[0 Note

When some video stream parameters are changed, the video camera may automatically restart, in which
case it will become unavailable for some time (depending on the video camera).

Image from the camera will be displayed in the preview window.
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2.Camera ‘High-qu tream Low-quality video stream
v Object identification X a -
Enable Tes
Name Camera
Comment
D 2
Short name P
w Object features
Address 0.0.0.0
Fort &0
MAC address
Manufacturer
Model Virtual
Driverversion 3.0.0
Break unused connections No
Current firmware 1.0.0
Device serial number
Low GOP No
Video channel No. o
¥ Authentication
Default No
Username User
Password .
¥ Video buffering
Euffer size o
v Video stream settings
Time ©ffset
v Panomerph
Activate No
Camera position wall
Lens type Common fisheye-lens
View bype FTZ
Fit to frame No
~ Other
Play the file once No
v Alternative view
Alternative camera 1 Not selected
Alternative camera 2 Mot selected
v Geolocation
Geo location azimuth o
Ged Incat.lon S a [l ¥ High-quality video stream 0. Auto
Geo location langitude i} .
Compression Rate 1
Folder C:/Users/1/Documents/cameras/2
Frames per second (fps) 25
Resolutian 100 % 100
Video eadec Auts
. Low-quality video stream 0. Auto
|| » Adaptive videa stream
[1 Note
The indicator in the upper right corner displays the current time and recording status (see Time Display(see
page 597)).

To switch between streams in the preview window, click the High-quality video stream and Low-quality video
stream tabs.

[0 Note

When a stream is selected in the preview window, the settings for the relevant stream are displayed;
settings for the other stream are hidden.

Restoring default camera settings
You can restore the default Arkiv settings for a camera.
Current camera settings will be discarded and replaced with the defaults.

To restore default camera settings, select a camerain the device list. Click the Reset button and then the Apply
button.

Reset | - Remove - Apply . Cancel
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Mass configuration
You may bulk configure cameras of the same model and firmware. Do the following:

1. Configure any camera.

+
2. Clickthe ‘_/ button and select cameras the same settings should be applied to.

=Rl “pply to al
=-[_] SafeCity
-[]1.Camera
-[J2.Camera
-[#]3.Camera
- []4.Camera
- []5.Camera
-[]6.Camera
-[]8.Camera
~[]8.Camera

Az Apply (+2)

Alist of cameras of the same model and firmware opens. To quickly select multiple cameras, hold down the
Shift key, select the first and last cameras the settings should be applied to. Selecting any camera from
highlighted ones will result in selecting them all.

=-[_1Apply to all
=[] 5afelity
- _]1.Camera

-] 7 Camera
-8 Camera
- _]9.Camera

3. Click the Apply button.

[0 Note

The number in brackets refers to the number of configured cameras.

Configuring fish-eye cameras

If you are using a fish-eye camera or video camera with a panomorph lens, configure the following settings of the
Video camera object, in the Panomorph settings group:

1. To activate panoramic view, in the Activate list (1), select Yes.
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* Panomorph

1 Activate - Yes

2 Camera position - Wall

3 Lens type < Commeon fisheye-lens
4 View type PTZ

5 Fit to frame - Yes

. Inthe Camera position list (2), select the mount of the video camera.

0 Important!

Some system features and functions depend on the chosen position of the video camera: digital
zoom, display of video in the surveillance sector on the map, and immersive mode.

. Ifitis afish-eye camera, select the Common fisheye-lens lens type (3).If it is a video camera with a
panomorph lens, select the corresponding type. When using wide angle dual lens XingYun devices, select the
Double sphere fish-eye-lens type.

[0 Note

The types of device lenses certified by ImmerVision are listed in the document. You cannot select
ImmerVision lenses in Linux.

. Ifitis a video camera with an Immervision lens, select the appropriate display mode (4): 360° panorama

with virtual PTZ (PTZ) or 180° panorama (Perimeter).
. Atypical fish-eye lens with standard settings produces a skewed image in the upper part of the screen. If this
is the case, enable the Fit to frame option (5).

0 Important!

If you have multiple streams from a camera, you need to calibrate each stream. To do this, before
applying the settings, switch to the required stream tab in the viewing tile (see The Video Camera
Object(see page 107)).

0 Important!

Video is calibrated every time you change any parameters in the Panomorph group.

Manual calibration is also available. To do this:
a. Disable Fit to frame, select No in the Enable list and click the Apply button.
b. SelectYesinthe Enable list.
¢. Configure the video area (circle). Left-click any point inside the circle and move the mouse pointer.
To change the diameter of the circle, do as follows: click an anchor point and move the mouse
pointer.
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d. Clickthe Apply button.
After applying the settings, the area outside the circle will be cut.

0 Configuration of the fish-eye camera is complete.
Connecting and configuring cameras over standard protocols

Connecting and setting up devices with FFmpeg driver
FFmpeg generic driver is applied to receive video and audio data:

1. over RTSP and RTMP protocols (1 channel device model),

2. from connected USB devices (Dshow device (USB camera) model),

3. fromthe Server monitor screen (Desktop capturer model),

4. from the application window on the Server (Window capturer model, without audio).

Receiving video from the application window on the Server with the FFmpeg driver
Toreceive video from the application window on the Server, add an object with the following address
format:

gdigrab://"Window title"
where "Window title" is the application window header.

[0 Attention!

The address may contain only Latin characters. If the app window header contains some other characters,
use any 3rd party utility to change them.
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IP address Port Vendor

|[80  |||[FFMPEG v
Device type Model
IP device W |Windnw capturer - |

By default, videos are transmitted in MJPEG format. YUV422, H.264 and MPEG4 formats are also available.

[

[0 Note

* High-quality video stream 0. H.264/MIPEG

Compression rate 30
Frames per second (fps) 25
Maximum frame size 0
Resolution 1
TV standard NTSC
Video codec MIPEG

Low-quality video stream H.264

Adaptive video stream w

The YUV422°" requires more network bandwidth. Take this into account when you select a format.

You can set a parameter string in the Additional options field.

~ Other
Additional options
Transport protocol TCP
* Alternative view
Alternative camera 1 Mot selected
Alternative camera2 Mot selected

Supported parameters

-draw_mouse <int>

-show_region <int>

-framerate <video_rate>

-video_size <image_size>

-offset_x <int>

-offset_y <int>

67 https://en.wikipedia.org/wiki/YUV

Description

Mouse cursor presence. Available range: 0 to 1, default value:
1

Capture area indication. Available range: 0 to 1, default value:
1

FPS value.

Video image size.

Capture area X offset. Default value is 0.

Capture area Y offset. Default value is 0.
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An example parameter string:

-draw mouse 1 -show region 1 -framerate 25 -video size 640x480 -offset x 10
-offset y 10

Receiving video from the remote Client monitor with the FFmpeg driver
Your Server can receive video along with system and microphone audio from a remote Client with the FFmpeg
driver over RTSP. To do it, follow the steps below:

1. Onthe Server:
a. Openthe port for receiving data from the remote Client.
b. Add a1 channel device and specify its address in the IP address field in the following format.

listenrtsp://<Server IP-address>:<Port>/<RTSP-link>

|F address Port endor
isterrtsp://172.19.9.155| (80 | |FFMPEG v

Device type Model

IP device W |1 channel device v|
[J Note

RTSP link may be omitted.

2. Ontheremote Client:

a. Download the package of open source FFmpeg libraries from the official website®®.
b. Openthe command prompt, and go to the folder containing the ffmpeg.exe file.
c. Execute the following command:

ffmpeg.exe -f gdigrab -video_size 640x480 -i desktop -c:v <Codec> -f rtsp -muxdelay 0.1

"listenrtsp://<Server IP-address>:<Port>/<RTSP-link>"

where

Codec parameter may take mpeg2video, mpeg4, h264 or hevc value;
video_size 640x480 and -muxdelay 0.1 parameters may be omitted or altered.
If necessary, you may specify additional parameters in this command.

Supported parameters Description

-draw_mouse <int> Mouse cursor presence. Available range: 0to 1,
default value: 1.

-show_region <int> Capture area indication. Available range: 0 to 1,
defaultvalue: 1.

68 https://www.ffmpeg.org/download.html
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Supported parameters Description

-framerate <video_rate> FPSvalue.

-video_size <image_size> Video image size.

-offset_x <int> Capture area X offset. Default value is 0.
-offset_y <int> Capture area Y offset. Default value is 0.

After the command execution, remote Client's screen is shared on your display.

Receiving video from the Server monitor with the FFmpeg driver
Toreceive video from the Server monitor screen, add an object with the following address format:

gdigrab://desktop

IP address Part endor

odigrab://desktop | [80 | [FFMPEG v

Device type Model

|P device e |Degkt|:|p capturer ~ |
1 Note

To receive video from remote Clients, you have to use RTSP transmission (see Receiving video from the
remote Client monitor with the FFmpeg driver(see page 116)), or install Arkiv's Server services on your
Client (see Installation(see page 36)).

By default, videos are transmitted from all Server monitors in MJPEG format. YUV422% and H.264 format is also
available.

* High-quality video stream 0. H.264/MIPEG
Compression rate 30
Frames per second (fps] 25
Maximum frame size 0
Resolution D1
TV standard NTSC
Video codec MIPEG [
Low-gualty video stream H.264
Adaptive video stream M
] Note

The YUV422™ requires more network bandwidth. Take this into account when you select a format.

69 https://en.wikipedia.org/wiki/YUV
70 https://en.wikipedia.org/wiki/YUV
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You can set a parameter string in the Additional Options field.

v Other
Additional options
Transport protocol TCP
+ Alternative view
Alternative camera 1 Mot selected
Alternative camera 2 Mot selected

Supported parameters Description

-draw_mouse <int> Mouse cursor presence. Available range: 0 to 1, default value:
1.

-show_region <int> Capture area indication. Available range: 0 to 1, default value:
1.

-framerate <video_rate> FPS value.

-video_size <image_size> Video image size.

-offset_x <int> Capture area X offset. Default value is 0.

-offset_y <int> Capture area Y offset. Default value is 0.

An example parameter string:

-draw mouse 1 -show region 1 -framerate 25 -video size 640x480 -offset x 10
-offset y 10

Receiving audio and video from connected USB devices
If a device is added automatically (see Adding and removing IP devices(see page 97)), separate objects are created for
video and audio streams.

If you need to create a single object, add the device manually using the following address format:

dshow (<index>) : // (<video device name>) (:<audio device name>)

IP address Port Wendor

dshow://USB 20 HD Ce| (80 || [FFMPEG v
Device type Model

IP device “~ |Dsh|:|w device(USB camera) |
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If no index is specified in the address, the value is 0. Use a non-zero index if you use multiple devices with the same
name.

For example:

dshow://USB 2.0 HD Camera
dshowl://USB 2.0 HD Camera

] Note
If a video or audio device is not present, it may be not specified in the address.

After you added the device, you have to set up its streams. For archive recording and transferring videos over the
network, MJPEG codec is recommended; for detection purposes, use YUV422.

+ High-quality video stream 0. YUv422/MPEG4/MIPEG
Expected frames persecond (fps) 0
Resolution Auto
Video codec Y422
 Low-quality video stream 1. ¥YUv422/MPEG4/MIPEG
Bitrate 1024
Expected frames persecond (fps) 0
Resolution Auto
Video codec MPEG4

If required, you can set a parameter string for FFmpeg app in the Additional options field.

w Other
Additional options

+ Alternative view
Alternative camera 1 Mot selected
Alternative camera 2 Mot selected

For example: receive video from a USB camera in YUV420P format, 1280x960 resolution.

-pixel format yuv420p -video size 1280x960

Parameters and their values differ by format and particular device. To list possible parameter values, run the
following command from the Windows command line:

ffmpeg -list options true -f dshow -i video="<device name>"

Receiving video and audio with FFmpeg driver over RTSP and RTMP protocols

[0 Attention!

FFmpeg currently has the following limitations:
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+ only one stream is supported;
« video codecs are limited to H.264/H.265, audio to AAC.

To add a device, use the following address format:

protocol://[login:password@] IP-address|[:port] [/path]

IP address Port Vendor
|1tsp://admin:123@172.1] |80 | | |[FFMPEG v|
Device type Model
IP device W |1 channel device v|
L] Note
You can set login and password either in the address bar or in corresponding fields when adding the
device.

If authentication parameters are specified both ways, the address bar has the priority.

[0 Attention!

If you use the address bar method, you must specify the port number. If no port number is specified,
default ports are used (554 for RTSP, 1935 for RTMP).

After you add a device, you can set a parameter string for FFmpeg app in the Additional Options field. Parameters
and their values differ by format, particular device and protocol used.

« Other
Additional options
Transport protocol TCP
+  Alternative view
Alternative cameral Mot selected
Alternative camera2 Mot selected

[0 Note

See the full list of parameters for RTSP protocol on the page™.

Generic Drivers (General device, Generic)
General Device is a generic driver that supports nearly all devices from a particular camera vendor.
There are 2 types of generic drivers:

1. General device. Most configuration of General Device-connected cameras is performed via the web
interface of the device. A detailed list of supported features is given on the page.

71 https://ffmpeg.org/ffmpeg-protocols.html#rtsp
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2. Generic. When connected via a generic driver, the configuration of the device is read and transferred to
Arkiv. After that, you can configure the device from within Arkiv.

Connection via generic drivers is available for the following devices:

Axis Bosch Panasonic Samsung Sony ONVIF

General Device 0 O o o 0 -
Generic (+) (+] - - - o

Devices connected via General Device drivers are findable via the IP device discovery wizard. The method for adding
them to the system is the same as for ordinary devices (see Adding and removing IP devices(see page 97)).

|P zddress Port | Vendor

172.19.9.52 80 [Bosch v|

MAL address Model

dE&-d4-2c-05-af-95 |Genera| Device(1 channel) v|
1 Note

Axis devices are affected by a special restriction: if the user name and password for device access do not
equal the default values, the number of channels for the device is not discoverable. Therefore, all non-
integrated devices whose user name and password for device access do not equal the default values will
be shown in search results as 1-channel General Devices.

You should always select a generic driver manually.
If aIP device is not displayed in search results, you can add it manually:

1. Intheform for manually adding an IP device, select the device manufacturer from the list (1).

IF address Fﬁl‘t ".-"endor‘l [Dsermame
[17219577 | [80 [ [Bosch  ~ ] |]Acre
Device type Model 2 |Fassword
IP device e |generi:: | [|reee

2. Inthe Modelfield, select General Device or Generic (2). For Axis and Bosch General devices, select the
number of channels on the device.

Enter the IP address and port for the device connection (3).

4. Enter the user name and password for connecting to the device (4).

w

5. Clickthe + button.
@ Addition of the device is now complete.

[0 Attention!

If a device, connected via a generic driver, is temporarily not available or it has incorrect connection
settings, then it is not added to the configuration.
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Connecting cameras via the GB/T28181 protocol

General information on GB/T28181 standard and supported functions
Arkiv supports connecting devices via the Chinese standard GB/T28181. This standard is based on SIP over UDP
(and over TCP since GB/T28181-2016). The GB/T28181 uses the following protocols over SIP:

+ SDP (Session Description Protocol);
+ MANSCDP (Monitoring and Alarming Network System Control Description Protocol);
« MANSRTSP (Monitoring and Alarming Network System Real Time Streaming Protocol).

This allows receiving the status of sensors, events from detectors, PTZ and relays control, access the built-in archive
of the IP device (make sure to set the correct device time zone in the Arkiv), etc. within the SIP session. Single-
channel and multi-channel devices in single-stream mode and working with the UDP and TCP transport protocols is
also supported.

At the same level of the 0SI model, the RTP/RTCP protocol also works in parallel with the SIP protocol, which
makes it possible to use the following functions:

« video transmission (including archival) in H264, H265, or MJPEG format;
« audio transmission in G.711a, G.711u, or G.726 format in PS (Program Stream) only. Archive audio is not
supported.

For the most up-to-date information on this standard and the features supported in Arkiv.

Configuring an IP-device to operate via GB/T28181 standard
Configuration of IP devices connected via GB/T28181 is performed through the web interface of the devices.
Settings are not sent from Arkiv to the device.

Before connecting a camera via this protocol to Arkiv, perform the following steps to configure SIP on the
device:

1. Setthe Server IP to equal the Server's IP address.
Set the Server port (5060 by default).
3. Setthe DeviceID. The ID should be set on all cameras connected via the GB/T28181 protocol and must be
unique. The format of the connection code (device ID and server ID) is a 20-digit number:
a. thefirst 10 digits specify the address (according to the GB/T-2260-2007 standard);
b. the next 10 digits indicate device information.
If the IP device is located behind NAT, then forward and explicitly specify the external address of the
Server, the port/port range for receiving video, and the SIP port of Arkiv Server. Example:
34020000001110000001/50557-51557@10.3.3.11/85.172.174.36
4. Forthe device to perform autodiscovery of the Server more quickly, reduce the default value of
RefreshRegTime. The name of this setting may vary on some cameras.

N

[l Note.
For telemetry to work correctly, set RefreshRegTime to more than 600.
[0 Examples of IP device settings for connection via GB/T28181 standard(see page 124)
Configuring IP-device connection via GB/T28181

[ Important!
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No more than one SIP server can be used for IP devices connection via the GB/T28181 protocol. This
means that several Video Capture Device objects with GBT28181 type can be created in the Arkiv
hardware tree, however, the part of the address after @ must match for all of them. The server ID, local
address, external address, and port must be the same for all devices. If at least one parameter is different
(for example, the local IP address is not set for some device when it is set for other devices), then such a
device will not start.

Note.

Arkiv does not support auto-discovery of devices connected via GB/T28181 and these devices are not
added using the Camera discovery tool.

After configuring the device as described earlier, add it to Arkiv as follows:

1.
2.

3.

Run the IP discovery wizard (see Adding and removing IP devices(see page 97)).
In the form for manually adding an IP device, in the Vendor list, select GBT28181 (1).

IP address 2 Port 3 Vendor 1 Username 4
| 3402000000132000000:| {5060 | ||GBT28181 v || Ao
Device type Model Password
IP device e |1 channel device vl |ﬂu |

In the IP address field specify the value of Device ID parameter set during IP device configuration (2). The
following additional parameters can be specified optionally as follows:

[gbt://]devicelD[/videoPort]@serverlD[-serverLocallP[/serverExternallP]]
OR

[gbt://]devicelD[/videoPortFirst-videoPortLast]@serverID[-serverLocallP[/serverExternallP]]

where:

«+ devicelD is the Device ID parameter;

« serverlD is the identifier of the Arkiv Server generated according to the same rules as the IP
device ID (see above);

+ videoPort is the port for receiving video;

« videoPortFirst - videoPortLast is range of ports for receiving video;

« serverLocallP is the local IP address of the Arkiv Server, which sets the network interface on
which the Server should be available;

« serverExternallP is the global IP address of the Arkiv Server; this parameter is in use when the Arkiv
Server is behind the gateway. In this case, this IP address is specified as the SIP Server IP address in
the IP device settings.

[0 Examples.
34020000001320000008@34020000002000000001

34020000001320000008@34020000002000000001-10.0.40.246/113.125.1
60.58

34020000001320000008@34020000002000000001-10.0.40.246
34020000001320000008@34020000002000000001-/113.125.160.58
34020000001320000008/50200@34020000002000000001
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34020000001320000008/50200-50210@34020000002000000001-10.0.40.2
46

4. Inthe Port field, enter the local port number that the Arkiv Server shall listen for receiving messages from
the IP device (3). Usually this is the default SIP port: 5060.

] Note.
The IP device SIP port is detected automatically.

5. The Username and the Password fields are not used (4).
6. Click the button.

O Connection of the camera via GB/T28181 is now complete.

On the page:

+ Generalinformation on GB/T28181 standard and supported functions(see page 122)
+ Configuring an IP-device to operate via GB/T28181 standard(see page 122)
+ Configuring IP-device connection via GB/T28181(see page 122)

Examples of IP device settings for connection via GB/T28181 standard
Examples of IP device settings and connection settings in Arkiv for GB/T28181 standard are given below.

[0 Note

The protocol is usually supported by cameras for China market not having any English interface. This is
why some of the screenshots below are given in Chinese.

Jovision
Configure a Jovision camera for operation via GB/T28181 standard as follows:
1. Perform the following settings of the IP-device:
a. Gotothe IP device web interface.
b. Enteryourlogin and password.

Configuration of the Arkiv Software Package - 124



Arkiv 5.0 - User Guide

)

iR SRR

FBF+% admin

% fDeeeseesve

M AR

c. Click B87E (Confirm) in the dialog box opened.

BRI
O %aigi @ EiEiR
_ RTRiES Az

EHEEm

| PR0208. 20:

= I O

e. Select Network in the dialog box.
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f. Inthe Network Management window, click GB28181.
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Metwork Management b4
Metwork Type: & Ethemet " PPPOE  WIFI
[ Self Adaption IP Addr
I~ DHCP
P | 172 . 17 . 12 . 108 CloudSEE ID: IUEDBEG?EE
Netmask: | 255 .255. 0 . 0 Status: |'Dﬂ|inir
Gateway: | 17217 - 0 . 1
DNS: | 0.0 .12.1
MAC: |ED?EE?90:E!A:E!EI?BE T |
DDNS |
GB28181 | Refresh Ok Exit |

g. The GB28181 window opens.
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GB28181
[~ Gb28181Enable 1
Device ID |34uzuuuuuu13uuuuuuu1 2
Password |
Server Ip | 2 W e e o 3
Server Port |5cm:| 4
Local Port |5c|5|:| 5
Refrash Interval | 3600 B
Alarm 1D |
Keep Alive |3U Fi
8
Ok Exit

. Setthe Gb28181 Enable checkbox checked (1).
i. Inthe Device ID field, enter the device identification number as described in Connecting cameras via

the GB/T28181 protocol(see page 122) (2). Example on the picture shows Device ID
34020000001300000001.

j. Inthe Server Ip field, enter the Arkiv server IP-address (3). The example shows IP 179.17.12.2
. Inthe Server Port field, enter Arkiv server port number assigned for receiving messages from the

IP device (4) The example shows port 5070.

. Inthe Local Port field, enter the IP device SIP port number (5).
. Inthe Refresh Interval field, enter the devise discovery period in seconds (6). The value shall not be

less than 600.

. Inthe Keep Alive field, enter the period in seconds for sending messages confirming the device

activity (7).

o. Clickthe Ok button (8).

In Arkiv:
a. Example value for the IP address field:

34020000001300000001@34020000001300000002-10.0.40.246/179.17.12.2
The Server ID 34020000001300000002 is not set on the Jovision device, so any Server ID can be
chosen as per the conditions set in Connecting cameras via the GB/T28181 protocol(see page 122).

b. SetPortto 5070.
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Configure a Bosch camera for operation via GB/T28181 standard as follows:

1. Perform the following settings of the IP-device:
a. Gotothe IP device web interface.
b. Go to Configuration - General - GB/T 28181.
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c. Setthe Enable checkbox checked (1).

d. Inthe Registration timeout field, enter the devise discovery period in seconds (2). The value shall
not be less than 600.

e. Inthe Heartbeat timeout field, enter the period in seconds for sending messages confirming the
device activity (3).

f. Inthe Server ID field, enter the Arkiv server identification number (4). The example shows
34020000002000000001.

g. Inthe Server IP address field, enter the Arkiv server IP-address (5). The example shows
172.17.12.2

h. Inthe Server port field, enter Arkiv server port number assigned for receiving messages from the
IP device (6). The example shows port 5070.

i. Inthe Device ID field, enter the device identification number as described in Connecting cameras via
the GB/T28181 protocol(see page 122) (7). Example on the picture shows
Device ID 34020000001350000001.

j. Inthe Device port field, enter the IP device SIP port number (8).

k. Inthe Alarm device ID field, enter the channel identification number (9). The same value as Device
ID may be used.

l. Click the Set button (10).

2. InArkiv:
a. Example value for the IP address field:
34020000001350000001@34020000002000000001-10.0.40.246/172.17.12.2
b. SetPortto 5070.
Huawei
Configure a Huawei camera for operation via GB/T28181 standard as follows:
1. Perform the following settings of the IP-device:
a. GototheIP device web interface.
b. Goto Settings - Platform connections — Second Protocol Parameters — T28181.
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c. Setthe GB/T 28181 checkbox checked (1).
In the Platform IP field, enter the Arkiv server IP-address (2). The example shows

e. Inthe Port number field, enter Arkiv server port number assigned for receiving messages from the
IP device (3). The example shows port 5070.

f. Inthe Device ID field, enter the device identification number as described in Connecting cameras via
the GB/T28181 protocol(see page 122) (4). Example on the picture shows Device ID
34020000001110000001.

g. Inthe Server code field, enter the Arkiv server identification number (5). The example shows
Server ID 34020000002000000001.

h. Inthe @ field, enter the first 10 digits of the address according to GB/T-2260-2007 (6).

i. Inthe Registration validity (s) field, enter the device discovery period in seconds (7). The value shall
not be less than 600.

j- Inthe Heartbeat cycle (s) field, enter the period in seconds for sending messages confirming the
device activity (8).

k. Inthe Max number of timeouts field, enter the maximum number of Heartbeat message omissions
after which the device connection is considered lost (9).

l. Selectthevideo stream from the Stream index drop-down list (10).

m. Inthe ChannelID field, enter the channel identification number in the same format as Device ID and
Server ID (11).

n. Clickthe Save button (12).

o

2. InArkiv:
a. Examplevalue forthe IP address field: 34020000001110000001@34020000002000000001-10.2.2.107
b. SetPortto 5070.

Hikvision

The Hikvision cameras may support several GB/T28181 standard versions: GB/T28181-2011 and/or GB/
T28181-2016. Examples of configuration for these versions are given below.

Setup video streams as follows before you configure the GB/T28181 standard on the IP device:

1. Goto BoE - E M - 8T (Settings - Video and Audio - Video).
2. Configure the main stream:
a. Fromthe IBit358! (Stream type) drop-down list, select i (E M) (Main stream) (1).
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b. Fromthe 23 ##2 (Resolution) drop-own list, select the main stream resolution (2).
c. Fromthe f§A4RH3 (Codec) drop-own list, select the main stream codec (3).

3. Configure the second stream:
a. Fromthe I8ifiZ5BY (Stream type) drop-down list, select F8ii (Second stream) (1).
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b. Fromthe 23 ##3 (Resolution) drop-down list, select the second stream resolution (2).
c. Fromthe f8A4%H8 (Codec) drop-down list, select the second stream codec (3).

4, Click {R7F (Save).
GB/T28181-2011
1. GotofeE - BRIRE - FEEA (Settings — Advanced settings - Platform access).
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Setthe B (Enable) checkbox (1).

From the #MYhRZ (Protocol version) drop-down list, select GB/T28181-2011 (2).

In the SIPAR S5 281D (SIP Server ID) field, enter the Arkiv Server ID (3). The example shows Server ID
34020000002000000001.

Inthe SIPARS5 23150 (SIP Server domain) field, enter first 10 digits of the address according to GB/
T-2260-2007 (4).

In the SIPARS5 23311t (SIP Server address) field, enter the Arkiv server IP-address (5). The example

shows IP .

In the SIPARS5 88k 1 (SIP Server Port) field, enter the Arkiv server port number assigned for receiving
messages from the IP device (6). The example shows port 5070.

Inthe SIPFAF & (SIP user name) field, enter the device identification number as described in Connecting
cameras via the GB/T28181 protocol(see page 122) (7). Example on the picture shows Device ID
34020000001320000001.

Inthe FEMARIER (Registration period) field, enter the devise discovery period in seconds (8). The value
shall not be less than 600.

In the Ik EIEA (Heartbeat period) field, enter the period in seconds for sending messages confirming the
device activity (9).

From the 28181f5i7t & 5| (Video stream) drop-down list, select one of the streams configured earlier (£ 3
it (ERY) for Main stream or FEB3k for Second stream) (10).
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12. Inthe & ARC\BEEBES R EL (number of timeouts for Heartbeat messages) field, enter the maximum number of
Heartbeat message omissions after which the device connection is considered lost (11).

13. Go to the fSTBELRIBID (Video channel ID) tab at the bottom of the setings page (1).

SED iREEE A SSREID THTEESRID ) AFeEHEESRD

1
BES WSHEERIID
1 34020000001320000002
2

BT -

14. Enter the identifiers of all channels of the IP device in the same format as the device identifiers (2). The
example shows ID 34020000001320000002.

15. Click the fR7F (Save) button (3).
In Arkiv:
1. Examplevalue for the IP address field: 34020000001320000001@34020000002000000001-109.248.191.112
2. SetPortto 5070.

GB/T28181-2016
1. GotoFeE - BRIRE - FEEA (Settings — Advanced settings - Platform access).
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From the &3 tHX (Transport protocol) drop-down list, select the transport level protocol to be in use: UDP
or TCP (1).

Setthe B (Enable) checkbox (2).

From the #MYhRZ (Protocol version) drop-down list, select GB/T28181-2016 (3).

In the SIPARZ528ID (SIP Server ID) field, enter the Arkiv Server ID (4). The example shows Server ID
34020000002000000001.

In the SIPARS5 8818 (SIP Server domain) field, enter first 10 digits of the address according to GB/
T-2260-2007 (5).

In the SIPARS5 28 11t (SIP Server address) field, enter the Arkiv server IP-address (6). The example

shows IP .

Inthe SIPBRZ5 281w O (SIP Server Port) field, enter the Arkiv server port number assigned for receiving
messages from the IP device (7). The example shows port 5070.

In the SIPFBF & (SIP user name) field, enter the device identification number as described in Connecting
cameras via the GB/T28181 protocol(see page 122) (8). Example on the picture shows Device ID
34020000001320000001.
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10. Inthe SF B RHA (Registration period) field, enter the devise discovery period in seconds (9). The value
shall not be less than 600.

11. Inthe \BKAHA (Heartbeat period) field, enter the period in seconds for sending messages confirming the
device activity (10).

12. Fromthe 281818t &35/ (Video stream) drop-down list, select one of the streams configured earlier (5
it (EBY) for Main stream or FE3ifit for Second stream) (11).

13. Inthe ;¥R EFE (Registration interval) field, enter the device discovery interval in seconds (12).

14. Inthe B ARMNBEEBAY I EL (number of timeouts for Heartbeat messages) field, enter the maximum number of
Heartbeat message omissions after which the device connection is considered lost (13).

15. Go to the fSTAE R IBID (Video channel ID) tab at the bottom of the setings page (1).

&HED ESHmASRED | IUEEESRGD ) FERHEERED

1
EES WSTHHERESID
1 34020000001320000002

2
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16. Enter the identifiers of all channels of the IP device in the same format as the device identifiers (2). The
example shows ID 34020000001320000002.

17. Click the fR7Z (Save) button (3).
In Arkiv:

1. Example value forthe IP address field: 34020000001320000001@34020000002000000001-109.248.191.112
2. SetPortto 5070.

Dahua
Configure a Dahua camera for operation via GB/T28181 standard as follows:

1. Perform the following settings of the IP-device:
a. GototheIP device web interface.

b. Goto MZIRE - FAIEA - E1528181 (Network settings - Platform access - GBT28181).
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Set the $# A f#8E (Enable connection) checkbox (1).

. Inthe SIPBRZ5284R = (SIP server number) enter the Arkiv Server ID (2). The example shows

Server ID 34020000002000000001.

In the SIPBRZ528IP (SIP server IP address) enter the Arkiv server IP address (3). The example

shows IP

In the &% 4% = (Device number) field, enter the device identification number as described in
Connecting cameras via the GB/T28181 protocol(see page 122) (4). Example on the picture shows Device
ID 34020000001300000001.

Inthe &ttt SIPAR S5 281 O (Local SIP port) field, enter the IP device SIP port number (5).

In the (VK EIHA (Heartbeat period) field, enter the period in seconds for sending messages
confirming the device activity (6).

In the SIPARZ5 88 I [ (SIP server port) field, enter the Arkiv server port assigned for receiving
messages from the IP device (7). The example shows port 5060.

. Inthe EMABERIEA (Registration period) field, enter the devise discovery period in seconds (8). The

value shall not be less than 600.

Inthe RALHEEBAT REL (number of timeouts for Heartbeat messages) field, enter the maximum
number of Heartbeat message omissions after which the device connection is considered lost (9).

Click mI#F (Update).

2. InArkiv:

a.

b.

Example value for the IP address
field: 34020000001300000001@34020000002000000001-192.168.88.33
Set Port to 5060.

On the page:

» Jovision(see page 124)
+ Bosch(see page 127)

+ Huawei(see page 128)

+ Hikvision(see page 129)

+ GB/T28181-2011(see page 131)
+ GB/T28181-2016(see page 133)

» Dahua(see page 135)

Configuring connection of video cameras via RTSP

In IP Device Discovery Wizard, add a camera via RTSP with the following parameters:

1. Inthe list of manufacturers, select RTSP (1).

IP address @ Port | Vendor ]
|ttsp://root oot @172.19.| 554 || [RTSF v|
Device type Model

IP device L |1_channe|_de'-.-'ice o |

2. URL of the RTSP feed (2). In general form, the address is as follows: rtsp://<IP address of RTSP
server>:<Port on RTSP server>/<Path>.
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Up to three simultaneous video streams are supported from RTSP-connected cameras. To access multiple
streams, enter the relevant RTSP addresses, placing a semi-colon (;) after each address: rtsp://<IP address
of RTSP serverl>:<Port on RTSP server1>/<Path>; rtsp://<IP address of RTSP server2>:<Port on RTSP
server2>/<Path>; rtsp://<IP address of RTSP server3>:<Port on RTSP server3>/<Path>.

0 Important!

Generally, RTSP server parameters (port and path) are set through the web interface of the video
camera. To do so, refer to the manufacturer's documentation for the video camera.

0 Important!

If the username and/or password contain forbidden characters, such as "@", you have to escape
these characters with relevant ASCII codes to avoid log-in problems. The "@" symbol is escaped as
%40. For example, for a successful RTSP connection your device's URL may look like this: "rtsp://
admin:New%40edge@192.168.0.75:554/RVi/1/1".

[0 Note

In some cases, the address format may be different. For example, a user name and password may
be added to the address for connecting to the video camera.
'+ Object features
Address rtsp://rootiroot@172.19.16
Fort 554

You are advised to refer to the manufacturer's documentation for the video camera.
Even if the password field is empty, the address string must include a colon (:).

A correct address may look like this: rtsp://user:@10.10.27.50:10017/...

An example of anincorrect address: rtsp://user@10.10.27.50:10017/...

The Video camera object is created. If the address of the RTSP server is correctly specified, the video feed from the
camera is shown in a preview tile.

1 Note
Port, Login and Password can not be edited. These settings are specified in the URL of the feed.

If video is unavailable, examine the log file APP_HOST.Ipint, which is located in the folder <Arkiv installation
folder>\Arkiv\Logs.

0 Important!

If APP_HOST.lpint is empty, in the log management utility, check the detail level of logging for the Arkiv
Server (see Configuring Logging levels(see page 837)), The recommended detail level is Debug.

RTSP streaming over HTTPS is supported. To set this option, set the Transport Protocol parameter to Tunneling
RTSP over HTTPS.
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* High-guality video stream 0. Auto
Expected frames persecond (fps) 30
Message for keepAliveCommand property OPFTIONS
npt range format npt=now-
Resolution Auto
SSRC filter Yes
Transpart protocal + rtspoverhttps
Video codec Auto

Low-quality video stream 1. Auto
Adaptive videao stream Disabled

[0 Important!

To get good video from some cameras, you should select No for the SSRC identifier checking in the video
settings.

 High-quality video stream 0. Auto
Authorization token
Expected frames persecond 30
Message for keepAliveComm COPTIONS
Proxy URL far RTSP tunneled
Range header for RTSP PLAY npt=now-
Resolution Auto
RTSP range value
Scale header for RTSP PLAY

SSRC identifierchecking <3

Notes on configuring video cameras connected via ONVIF

By default, all ONVIF devices in the system are added as multistreaming (the ONVIF 2.0 driver, see Adding and
removing IP devices(see page 97)).

If the camera does not support multistreaming, then the video stream of lower quality will be disabled.

[0 Note

In some cases (for example, if you do not have video from a camera), you may need to synchronize the
time between the server and the camera when you connect them via ONVIF.

[0 Attention!

If you connect cameras via ONVIF, auto focus (AF) and auto aperture are not available.

Connection through ONVIF Generic driver
With the ONVIF Generic driver, you have the following options:

1. Currently offline cameras can transfer their settings when they get back online.
To make it happen, follow the steps below:
a. Addacameraviathe ONVIF Generic driver (see Generic Drivers (General device, Generic)(see page 120)).
b. When the device comes online, reset its parameters (see Applying and resetting settings(see page 87)).
c. Loadthe configuration from the device (see Applying and resetting settings(see page 87)).
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2. Youcan select another camera in object settings while keeping all layouts, macros and archive storage
parameters.

To make it happen, follow the steps below:
a. Addacameraviathe ONVIF Generic driver (see Generic Drivers (General device, Generic)(see page 120)).
b. Setarchive storage parameters and create macros.
c. In Camera object settings, specify a new IP address and user credentials (see The Video Camera
Object(see page 107)).
d. Resetdevice settings (see Applying and resetting settings(see page 87)).
e. Load the configuration from the device (see Applying and resetting settings(see page 87)).

This operation will result in swapping cameras without the need to create a new object and remove the old one.

Resolution
Arkiv offers three resolutions for video from cameras connected via ONVIF: maximum, medium, and minimum.

Maximum level
RTP Packet Reordering [FEN IS
TTL

Yideo codec

Medium level
Minimum level

Adescription of the resolution levels is given in the table.

Cameratype/ Maximum Medium Minimum
Resolution
Non-megapixel Maximum camera Average camera resolution Minimum camera
resolution resolution
Megapixel Maximum camera Cameraresolution closest Cameraresolution closest
resolution to 1024x768 to 640x480

IP devices on other subnets (behind a NAT)
By default, NAT™*-friendly mode is enabled for cameras connected via the ONVIF driver.

To disable NAT-friendly mode, in the settings of a camera, select the No value for Remapping IP-address.

“ Other
Compatibility mode Mo
Event source Metadata stream
Media2Service Yes
Metadata transport protocal UDpP
Pull point renew mode Yes
Remapping IP-address 4 No
FRemapping IP-address forevents 0

IP devices which partially support the ONVIF protocol

To connect IP devices which only partially support ONVIF functions to the Arkiv software package, you must use
an ONVIF driver with compatibility mode enabled.

[] Note

74 https://en.wikipedia.org/wiki/NAT
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Such video cameras include Hikvision models and early versions of firmware from Sony, Samsung, and
others.

Compatibility mode makes it possible to receive a video image from video cameras; however, some capabilities of
the Arkiv software package will be unavailable. Enabling compatibility mode is recommended if the connection
settings are correct, but there is no video image.

To enable it you need:

1. Selectthe Send settings to device checkbox (1).

26.Camera

Send settings to device]

* Dbject identification

Enable Yes
Mame Camera
Comment

1D 26
Short name 26
Object features

Authentication
Video buffering
Video stream settings
» Panomorph
w Other
2 Compatibility mode ' Yes

2. Select Yes for Compatibility mode (2).

On page:

+ Connection through ONVIF Generic driver(see page 138)

» Resolution(see page 139)

« |P devices on other subnets (behind a NAT)(see page 139)

+ |P devices which partially support the ONVIF protocol(see page 139)

Configuring connection of video cameras with dynamic IP addresses

Arkiv needs a permanent hostname, such as provided by DynDNS or similar dynamic DNS services to work with 1P
cameras that use DHCP.

Use your permanent DynDNS hostname to access an IP camera with a dynamic IP address.

Configuring virtual video cameras
The Arkiv software package enables you to work with virtual video cameras.

This requires running Arkiv in test mode and consists of imitating a stream of video data by playing an available
video clip (recording). You can play video recordings using video compression algorithms supported by Arkiv (see
Specifications of the Arkiv Software Package(see page 11)).
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[0 Note

Do not use video with B-frames™.

To create and configure a virtual video camera, complete the following steps:

1. RunIP Device Discovery Wizard (see Adding and removing IP devices(see page 97)).
2. Inthe form for manually adding an IP device, select Inaxsys in the Vendor drop-down list (1).

|Faddress Port "u"endﬂr1
0000 |[[s0 || v

Device type Madel 2

IP device | | | el w

3. Select Virtual from the models list to emulate a single-stream video camera. Select Virtual several streams
to emulate a video camera supporting multiple streams (2).

4. Clickthe button.

5. Inthe Folder field, specify the storage location of the video clip that will be used to imitate a video signal.

» High-quality video stream 0. Auto

Compression Rate i
Folder D:/Test_wideo/New folder
Frames per second (fps) 25
Resolution 100 x 100
Video codec Auto

Low-guality video stream 0. Auto

Adaptive video stream

[0 Note

The name of the video file and its file path must consist only of Latin characters.

[0 Note

Scanning for files in a specified directory is limited to one minute.

6. By default, a video will be played back endlessly. To switch to one-shot playback, set Yes for the
corresponding parameter.

« DOther
|rlay the filz once ves|

v Alternative view
Alternative camera 1l Mot selected
Alternative camera2 Mot selected

7. Click the Apply button.

75 https://en.wikipedia.org/wiki/Video_compression_picture_types#Macroblocks
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Privacy mask settings
Itis possible to apply a privacy mask to the video image to hide certain parts of the frame:

« when viewing live videos;
» whenviewing the archive;
« on exported videos and still frames.

The detection tools that support privacy mask:

+ Configuring Face detection(see page 267);

« Configuring Face detection (VL)(see page 272);

« Configuring Face Detection and Temperature Control(see page 287);

« Configuring Masks Detection(see page 279) (detection of a medical or similar mask on the face);

« Person-based privacy masking configuration(see page 343);

+ Specific settings for People masking detection tool(see page 358) (based on data from pose detection tools).

Privacy mask will apply to all users who have the View masked video parameter set to No in the role configuration
(see Creating and configuring roles(see page 431)).

[0 Attention!

The mask will be displayed in the Client only. In the Web-Client and the Mobile Client, there will be no
mask on the video image.

To configure privacy mask, do the following:

+
1. Select the Video Camera object and click the . button.

[1 Note

The button is inactive, if the text overlay button is active E (see Putting a text over the camera
window(see page 144)).

[1 Note

For your convenience, you can click the m button and configure the mask on a still frame. To
undo, click this button again.

2. Inthe preview window, sequentially set the anchor points of the closed area that you want to hide when
viewing the live video image.
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[0 Note

When the area is being constructed, the anchor points are connected by a two-color dotted line
which outlines the area's borders.

Action Result
Left or right click in the video surveillance window Create a new anchor pointin the area
Right click on a created anchor point Delete the area anchor point

Point the cursor to an anchor point and holding the left Move the area anchor point
mouse button, move the mouse

Click the B button Delete the area

3. You can mask the selected area with black color (by default), or with a mosaic mask. To apply the mosaic
mask, do the following:

a. Clickthe B button.
b. Setthe checkbox.
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c. Clickthe OK button.
4. You can specify several areas.
5. Click the Apply button.

Privacy mask configuration is complete. When you view a video image from this camera, the selected area will be
hidden.

w 2. Camera

'l
vl AN F

Putting a text over the camera window

You can superimpose a text over video in the camera window. This text will be visible to all users in all monitoring
modes but will not be present on exported frames and videos.
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To put a text over the camera window, do the following:

1. Select a Camera object and click m

[1 Note
%,
You cannot do it if the ks buttonis depressed (see Privacy mask settings(see page 142)).

O Note

For your convenience, you can click the u] button and configure the mask on a still frame/
snapshot. To undo, click this button again.

2. Click any mouse button anywhere in FoV to set two anchor points [%| of the rectangular area where the text
will be displayed. The higher the area, the more the font size.

[0 Note

To remove the area, click the B button.

3. Click .
4. Enter the required text. By default, the name of the video camera is displayed.

Overlay settings:

—

[0 Attention!

The text string has to fit the width of the area. If not, you cannot apply settings. For a longer text,
make the area wider.

5. Select afont color from the dropdown list.
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6. Click the OK button.
7. Ifrequired, you can set multiple text areas in different parts of FoV.
8. Click Apply.

0 Now, the text is superimposed over the video image.

4.Camera

P e R e 8

The IP Server Object
In the ArkivVMS, an IP Server object relates to:

« video capture card,;

+ video server:

+ control panel;

« DVR;

« input/output module.
If you configure a video capture card, video server or DVR, each video camera channel corresponds to a Camera
object under the IP Server parent object.

To configure the IP server parent object, perform the following:

1. Select the IP server object in the objects tree (1).
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= -[BE safecity

_@ SafeCity
+.:i 1.Camera
+.:i 2.Camera
+.:i 3.Camera
+.:i 4.Camera
+.:i 5.Camera
+.:i 6.Camera
+.:i 7.Camera
+.:i g8.Camera
+.:i 9.Camera
+'JEI; 10.IP server

----- SafeDistrict
Unallocated servers

10.IP server

[ ]Send settings to device

~ DObject identification
2 Enable
IC
Mame
Short name
~ Object features
Address
Break unused connections
Current firmware
Device serial number
Driverversion
Low GOP
MAC address
Manufacturer
Model
4 rort
* Authentication
Default
5 Password
Username

Yes

i0

IP =server
10

192.168.15.164
No
V4,51.006

2:0.0
No

Hikwision
DS-8664NI-18
80

No

admin

Select Yes from the list in the Enable field to enable the object (2).
Enter the name of the IP server in the Name field (3).
Specify the number of the network port (4). The default value is 80.

[0 Note

The port number is initially set through the IP server's Web interface.

Set the authentication mode (5).

[0 Note
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The login and password for connecting to the IP server are set through its Web interface.

6. Click the Apply button.

The IP server and its video cameras will then be enabled, and the icon indicators for the IP server and video cameras

in the objects tree will turn green.
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Configuration of IP server channels must be performed separately for each channel (with the help of child objects of
Camera).

By default, you cannot delete child Camera objects from the IP server. To enable this feature, do as follows:

1
2.

3.
4.

You can now delete Camera objects from the IP server.

Quit Client.

Start a text editor and open the Arkiv.exe.config configuration file located in: <Arkiv installation folder

Arkiv>\bin.

Find the line <add key="AllowlpServerChannelRemove" value="false" /> and change false to true.
Save the changes to the file.

[0 Attention!

Configuring Virtual IP Servers

Arkiv supports working with a virtual IP server.

You cannot restore a deleted object. You will need to create the IP server again.

To create and configure a virtual IP server, perform the following steps:

1.
2.

Run IP Device Discovery Wizard (see Adding and removing IP devices(see page 97)).
In the form for manually adding an IP device, select Inaxsys in the Vendor drop-down list (1).

IP device

|F address  Port Vendor
0000 |[s0 ||| 1|
Device type Maodel

w |‘-.-"|rtual IP server 2 w |

Select Virtual from the models list to emulate a single-stream video camera. Select Virtual several
streams to emulate a video camera supporting multiple streams (2).

Click the button.
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An IP server object will be added. It will be used for creating 4 virtual video cameras; location of a video file to be
used for signal emulation needs to be specified for each camera (see Configuring virtual video cameras(see page 140)).

The Microphone Object

If a microphone is part of an IP Server, then you must specify the video camera to which it will be linked in the
settings of the given microphone. When you do this, the Microphone object will become a child of the specified
Camera object.

[0 Atteintion

When a microphone is reassigned from one camera to another, all previously recorded audio is also
transferred; when recorded video on the new camera is played, the transferred audio is played back.

[0 Note

This setting is used during synchronized video and audio monitoring of a situation as well as during
synchronized video and video recording to the archive (see the section Audio Monitoring(see page 763)).

In all other cases the Microphone object will automatically be displayed in the objects tree as a child of the video
camera itself.
To configure the Microphone object, perform the following:

1. Select the Microphone object in the objects tree (1).

|_-:7-_-?---; | | = | e | 0of O 1.0.Microphone
.:;,..I! Safe ity * Object identification
=g safeCity % Enable No

=} Mame
[—--@d 1.Camera L
@_ 1.0.Micraphone * Object features
. gl 1.0.Embedded storage Audio input ID o
+.-i 2.Camners v Other
+.'i e 4 Audio codec AW
+I-i 4.Camers Vaolume High level
+..i L amera ¥ Camera
+I-i G.Camera 5 Camera 1.Camera

2. Enable the microphone by selecting Yes in the Enable field (2).

Enter the name of the microphone in the Name field (3).

4. Configure additional microphone parameters (audio codec, bit rate, etc.) in the Other group (4) using their
descriptions in the interface of the Arkiv software package or, for more detail, in the official reference
documentation of the parent video camera.

5. Choose a video camera to associate this microphone with (5). As a result of this operation, the selected
camera will become a parent object for the microphone.

6. Click the Apply button.

The microphone will then be switched to its assigned work mode.

w

To check the microphone's operation, you must perform the following steps:

1. Select the Sound on/off check box in the Summary group.
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2. Provide an audio signal to the microphone.

3. Ifthe microphone is configured correctly, the audio signal will be transmitted to the Server's speakers. The
strength of the incoming audio signal will be displayed on the indicator to the right of the Sound on/off
check box.

Checking microphone operation is now complete.

If a microphone is part of an IP Server, the microphone settings allow choosing the video camera of the IP Server it
will be matched to. When you do this, the microphone object will appear as the child object of the specified camera
in the object tree.

The PTZ object
The PTZ object is displayed in the objects tree as the child object to the camera, if itis the PTZ camera.
To configure the PTZ device of the camera, do the following:

1. Selectthe PTZ object in the objects tree (1).

Erem—
E‘--ﬂ_! Befault * 0Object identification
::;3__@ TEST 2 Enable Yes
-8 1.Camera 3 name
a:.i. 2.Camera + Object features
iy , Address 0
4 Discrete control via continuous control No
5 Home preset ]
@ 2.0.Microphone 6 Home presettimeout 0
5 f_:j. 2.0.Embedded storage { Multiple control Yes
B e K e 8 wew PTZ interface Mo
----- Unallocated servers 190 Patr':': 7 Mo
Patrol spee 100
1 1 Save presets Yes
A 2 sSwitch interval 10
A 3 Use device presets No
“ Tag & Track
Prediction time 500
Priority Maone
14F‘TZ command sending timeout 1000
Switch Freguency 3
w Other
Bitrate 9600
COM-port number 0
Data bits 8
Flow control None
1 5 Parity check None
Part type R5-485
Preset speed 4
Stop-bit 1
Transport protocol Pelco D
» Camera
16 Camera 2.Camera

2. Enable the PTZ device by selecting Yes in the Enable field (2).
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Enter the name of the PTZ device (3).

If you need to use the step buttons to control the PTZ camera even if the camera does not support this
mode, select Yes for the Discrete control via continuous control parameter (4, see Control using step
buttons and virtual joystick(see page 651)). In this case, the discrete PTZ control will be emulated via the
continuous control commands.

Select the Home preset by specifying the required identifier (5). The home preset will return automatically
after the time period specified in the Home preset timeout field (6).

[0 Attention!

If the Home preset timeout value is greater than the Operator idle time value (see Configuring
PTZ control(see page 519)), the Operator idle time value will be used.

To simultaneously control the PTZ camera by multiple users with the same priority, select Yes in the
Multiple control list (7). Otherwise, only one user at a time will have a control (see Controlling a PTZ
Camera(see page 644)).
To use the existing presets on the device in Arkiv, do the following:
a. Ifthe camerais connected via the ONVIF protocol, set Yes for the New PTZ interface parameter (8).
The presets created on the device will automatically appear in the PTZ control panel.
b. Inany other case:
i. SetYes forthe Use device presets parameter (13).
ii. Create the presets with identical IDs in Arkiv (see Creating and editing presets(see page 647)).

[0 Attention!

If the use of the existing presets is disabled, they can be lost if the following
conditions are met:

1. The recording of the presets to the device is enabled in Arkiv (see point 9).
2. The preset with the same ID is created in Arkiv (see Creating and editing
presets(see page 647)).

Configure patrol:

a. Select the default patrol mode: Yes — on, No — off (9). If patrolling is enabled by default, it can be
stopped in PTZ control panel (see Patrolling(see page 652)). After you finish the PTZ control session,
patrolling will resume automatically.

b. Setthe time intervalin seconds at which the PTZ device will switch between the presets in the patrol
mode (12).

c. Setthetransition speed from one preset to another in conditional units from 0 to 100 (10).

By default, the presets are recorded in the IP device. If you want to store the presets on the Server only,
select No for the Save presets parameter (11).

[0 Note

This parameter is available only for the devices that support Absolute Positioning.

If necessary, configure the Target&Follow function (14, see Configuring Target&Follow Pro(see page 179)).
Depending on the camera, you may find other parameters in the Other group (15). To configure them, refer
to their description in the interface or in the official documentation.

If necessary, select the camera to which this PTZ device should be assigned to (16). As a results, the object
will become the child object to the selected camera.

Click the Apply button.
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As a result, the PTZ device will switch to the specified operating mode.
Test

To check the operation of the PTZ device, click the button. If the PTZ device is

configured correctly, it will turn one step and return to its original position.

[ Controllinga PTZ Camera(see page 644)

Configure HTTP-CGI commands to control Wash&Wiper

With Arkiv, you can control the Wash&Wiper feature in some Axis IP devices (M7016, P7216, Q7404, Q7436 ) using
HTTP-CGI commands.

To set HTTP-CGI commands, do as follows:
1. Create presets for the camera, numbered as follows: 101, 102, 103 and 104 (see The Presets List(see page 647)).

2. Gotothe PTZ object and specify commands in the appropriate fields.

[0 Note

The corresponding Camera object should have the Send settings to device option enabled (see
The Video Camera Object(see page 107)).

4 Other
Autofocus Yes
Control Queue Yes
Paoll Time 30

telemetry_P7210/urli01
telemetry_P7210/url102
telemetry_P7210/url103

telemetry_P7210/url104

< faxis-cgi/view/param.cgi?action=u
< faxis-cgi/view/param.cgi?action=u
< faxis-cgi/view/param.cgi?action=u
.4 faxis-cgi/view/param.cgi?action=u

Users in Queus 20
4 3. Camera
Camera 10.2.Camera

3. Click the Apply button.

When the camera goes to the presets 101-104, this triggers a pre-configured command.

The Channel object

For 1/0 modules or video surveillance control panels (see CCTV Keyboards(see page 167)), the Channel object is
displayed as a child object of an IP Server in the object tree (see The IP Server Object(see page 146)).

To configure the Channel object, do as follows:

1. Select the Channel objectin the objects tree (1).
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12.0.Channel

Yes

12.Camera

2. Enable the object (2).

[0 Note

When a channel object is enabled/disabled, all Input and Output child objects are automatically

enabled/disabled.

3. Click Apply.

The Input Object

If a camera has a built-in or pluggable digital input, the Input object is displayed as a child object of the Camera in
the object tree. The total number of Input objects for a camera corresponds to its number of pluggable digital

inputs.

If a device is defined as an IP Server, Input will be displayed as a child of a Channel object in the object tree (see The

Channel object(see page 152)).

To configure a Input object, perform the following:

1. Select the Input object in the objects tree (1).

|[~]~|oofa

_!! SafeCity

+Ii 1.Camera

+I-i 2. Camera

+I-i 3.Camera

+-@4 4.Camera

+I-i 5.Camera

+Ii 6.Camera

+I-i 7.Camera

:I-i 1Z.Camera

- i) 12,0, Speaker
: '"ITE 12.0.Channel

o |§<{-|r 12.0.0.Input

1

* Dbject identification
2 Enable
3 Mame
* Object features
Address
Inputfoutput 1D
Mormal status
v Camera
Camera

12.0.0.Input

Yes

12.Camera

2. Enablethe device (2).
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[0 Note

If ainput is a child of a Channel object, then:
a. Turningonainputautomatically enablesits parent Channel object.
b. Turning off all Input and Output child objects automatically disables their parent Channel
object.

3. Enterthe name of the Input (3).
4. Setthe status to which the Input will be set when no alarm is present.

MNormal status
* Camera
Camera

5. Click the Apply button.

The Input will then be switched to its assigned work mode.
The current status of the Input is displayed in the Input information group.

Input information

If an Input is part of an IP server, the Input settings allow choosing the video camera of the IP server it will be
matched to. When you do this, the Input object will appear as the child object of the specified camera in the object
tree.

12.0.0.Input

* (Object identification
Enable Yes
MName
+ Object features
Address o
Input/output ID o
Mormal status Open
v Camera
Camera 12.Camera

Configure virtual inputs

Switch between virtual IP-device states (HttpListener).

The Arkiv software package enables you to work with virtual inputs. This involves triggering a virtual input and
producing a virtual input event/alarm in the VMS. When triggered, the virtual input status switches — Closed/Open.

Creating and configuring virtualinputs

To create and configure a virtual input, complete the following steps:
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=

. Run IP Device Discovery Wizard (see Adding and removing IP devices(see page 97)).
2. Inthe form for manually adding an IP device, select HttpListener in the Vendor drop-down list (1).

IPaddress Port® | Vendorq]

0000 | (8080 | [Httplistener v]
Device type Model

IP device « | | HitpListener device

3. Inthe Portfield, specify the port number that will be used Input status queries (2).
4. Clickthe button.

The IP Server object is automatically created to host 4 virtual inputs.

[0 Attention!

For avirtual Input to work correctly, please do as follows: use the Open circuit.
11.0.0.Input
~ Object identification
Enable Yes
MName
~ Object features
Address 0
Input/output ID o
Open
» Camera
Camera 11.Camera

You can configure virtual inputs in the same way as real ones. Also you can specify the time-out when virtual inputs
reset their status in the Alarm Expiration Time field of the IP Server object. It ranges from 0 to 100.

~  DOther
Alarm Expiration Time 2

This setting is applied only after you disable and enable the input again.

Switching virtual inputs

To switch virtual inputs, the HTTP request is used (see Switch between virtual IP-device states (HttpListener)).
The requests can be handled by macros (see Executing a web query(see page 424)). Create 2 macros for each virtual
input: to switch to Closed and to switch to Opened.
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General: Execute web-query

Bazic

Authentication rmethod

Cormmand

HTTP/HTTPS HTTP

IF address 127.0.0.1
Port

Usernarme:

Aevice/di0

["state'™ "clozed")

Query

You can run macros and requests from Dialog board (see Configuring a Dialog Board(see page 473)).

Virtual inputs' status on map
You can add virtual inputs to maps just as you do with real ones (see Adding inputs and outputs(see page 492)).

Virtual inputs status is color-coded (see Displaying device status(see page 773)).

The Output Object

If a camera has a built-in or pluggable digital output, the Output object is displayed as a child object of the Camera
in the object tree. The total number of Output objects for a camera corresponds to its number of pluggable digital
outputs.

If a device is defined as an IP Server, a relay will be displayed as a child of a Channel object in the object tree (see
The Channel object(see page 152)).

To configure a Output object, perform the following:

1. Select a Output object in the objects tree.
2. Enablethe device (1).
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+"I-i 4.zamera
"I-i S.Camera
(D
[ D
I-i

Fzamera
11.Camera

t})\_l 11.0.Speaker

:;_'_..-I‘?‘ﬁll.lil.channel
i e TR 11,|:|,|:|.|:::|ut|:|ut

o
I--'

11.0.0.0utput

v Object identification

1 Enable Yes
2 Mame
* DObject features
Address 0
Input/output 1D 0
Mormal status Open
v Camera
Camera 11.Camera

[0 Note

If a output is a child of a Channel object, then:
a. Turningon aoutput automatically enables its parent Channel object.

b. Turning off all Input and Output child objects automatically disables their

parent Channel object.

3. Enterthe name of the Output (2).

4. Setthe status to which the Output will be set when no alarmis present.

Normal status

“ Camera
Camera

5. Click the Apply button.

The Output will then be switched to its assigned work mode.
To check the functioning of the Output, click the Test button. If the Output is configured correctly, its status will

briefly change.

Test

If an Output is part of an IP server, the sensor settings allow choosing the video camera of the IP server it will be
matched to. When you do this, the Output object will appear as the child object of the specified camera in the

object tree.
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11.0.0.0utput

* Object identification
Enable Yes
Mame
* Object features
Address 0
Inputfoutput ID o
Mormal status Open
w Camera
Camera 11.Camera
The Speaker Object

The Speaker object is used for configuration of the sound alert triggered by a macros.

[0 Attention!

Audio notifications cannot be played back via the system speakers on a remote Client. In this case, you are
advised to run an external program on Clients(see page 417).
In Arkiv you can create the following types of Speaker objects:

1. IP speaker device. Created automatically if there is an audio outlet on an IP device.

[0 Note

One audio outlet on an IP device corresponds to one child Speaker of the Camera object.

2. System speaker. Created manually. Sound on the system speaker is played back using the server's sound
card.

A Speaker object can play audio notification files with the extensions:

1. .wav
2. .mp3
3. .mkv
4. .avi

The following audio notification file encoding formats are supported:

1. G711
2. G.726
3. PCM

The audio notification file should be stored on the computer corresponding to the Server object on the basis of
which the Speaker object is registered.

Creating and Configuring an Object
To create a Speaker system object, you must perform the following steps:

1. Inthelist of devices, highlight a Server object and click the Create voice notifier button.
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afeCity
SafeDistrict
Unallocated servers

Create export agent

Exclude from domain

I Create voice notifier I

Create SM5 notifier

Create Email notifier

2. Inthe Namefield (1), enter the desired name of the Speaker object.

-8 safecity

._@ SafeCity

'+li 1.Camera
'+li 2. Camera
'+li 3.Camera
!i:--li 4. Camera

..... SafeDistrict
..... Unallocated servers

[~ Jooro

» Object identification
1 Mame

2 Playback mode

» Object features

3 audio files

4‘-."nlurne
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Fd 1
Disabled

100

3. Selectthe speaker mode: disabled, play back on Server, play back on Clients (2).
In the Audio files field (3), enter the full path to the audio notification file. This parameter is mandatory.

4.

5. Inthe Volume field (4), enter the desired speaker volume level.

[0 Note

By default, IP device speakers are disabled. To enable, for the Enable value (1), select Yes. When
configuring the speaker of an IP device, you can set other parameters as well, such as the
compression algorithm for the audio signal sent to the speaker for playback (2). Which speaker
parameters you can configure is determined by the protocol for integration of the IP device and the

Arkiv software package.
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|_~:7-_f. || i | I | Oofo 11.D.Speakr :
--[B8 safecity  Object identification
5—@ SafeCiby Yes 1
[+ 1.Camera Name
;3 S * Dbject features
1.1 3.Camera Audio files String[] Array
[+ 4 .Carmera « | Other
;3 5.Camera -'I,!Jdu:. codec G711 2
[+ 6.Camera Bitrate 64
1:: 7.Carmera Compression algorithm p-law
[l g.Camera % Camera
13 9. Camera Camera 11.Camera
- 11.Camera
L] 11,0, Speaker
5 @, add device..,
----- SafeDistrict
----- Unallocated servers

6. Click the Apply b